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Secret-sharing schemes

and orthogonal systems of k-ary operations

Galina B. Belyavskaya

Abstract. We suggest a general method of the construction of secret-sharing schemes
based on orthogonal systems of partial (in particular, everywhere determined) k-ary ope-
rations which generalizes some known methods of the construction of such schemes by
a finite fields and point the orthogonal systems of k-ary operations respecting to these
known schemes. The different transformations of orthogonal systems of k-ary operations
are reformulated and applied to orthogonal systems of polynomial k-ary operations over

finite fields, in particular, to orthogonal systems corresponding to some known schemes.

1. Introduction

It is known that for receiving the secret information the secret key is used.
The problem of construction of secret-sharing schemes is one of tasks of
modern cryptography connected with partition of the secret (more exactly,
with sharing the secret key). The method of sharing the secret key provides
safety of the procedure of acceptance of decision in some critical situation.
It consists in definition the group of person which have a right to accept
decision. Every member of this group has a part of the secret key, only the
full collection of these parts allows to restore the secret key giving access to
the secret.

There are many applications for such schemes including communication
networks, financial institutions and computing. One of the aspects of a
such scheme is a possibility to share responsibility for acceptance of an
important decision, concerning application of systems of weapon, signature
of bank checks or of access to the bank depository. One example arises in
the military where it would be necessary for several high-level officers to
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reconstruct the necessary key required to release very important decision.

The problem of construction of a secret-sharing scheme can be gener-
alized when a decision can be accepted not one but any of several distinct
groups of users. In this case the secret key is distributed between all mem-
bers of groups of users and every user obtains his part of the secret.

One of main aims of a such secret-sharing scheme is defence of a key
away from loss. It is better to share a key between several users such
that the possibility its restoration by a few groups with in advance defined
participants, acting in agreement. That eliminates a risk of loss of a key.
The possibility of restoration of a secret must appear when all or sufficiently
great part of owners of the secret key was joined. But some of keepers of
secret key can be absent with respect to different reasons so it need to
restoration the secret if an incomplete collection of owners of the secret key
but if their number is greater of some threshold value.

Let 1 < k < n. A secret-sharing scheme between n users is called
(n, k)-threshold if any group of k from n users can restore a secret but none
group of the smaller number of users cannot obtain an information about
the secret key [1].

Secret-sharing schemes were introduced in 1979 by A. Shamir [12]. Later
his idea was generalized by other authors, which will be mentioned below.
In [13] various secret-sharing schemes known at that time were surveyed.

We suggest a general secret-sharing scheme based on orthogonal systems
of partial (in particular, everywhere determined) k-ary operations which
generalizes some of the known schemes and find the orthogonal systems
of k-ary operations respecting to these known schemes. Some little-known
transformations of orthogonal systems of k-ary operations are recalled and
are applied to orthogonal systems of polynomial k-ary operations over finite
fields GF'(q), in particular, to orthogonal systems corresponding to known
secret-sharing schemes.

2. Orthogonal systems of partial k-ary operations

At first we recall some necessary definitions and results. By :UZ we will
denote the sequence x;, xiy1,...,7j, ¢ < j. Let @ be a finite or infinite set,
k > 2 be a positive integer, and let Q* denote the k-th Cartesian power of
the set Q.

Let @ be a nonempty set and D C Q¥, D # (. If A is a mapping of
D into @, then A is said to be a partial k-ary operation (and (Q, A) to be
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a partial k-ary groupoid). If D = Q% we have a usual k-ary operation (or
shortly, k-operation) given on the set @ (see, for example, [14]).

A E-groupoid (Q,A) of order n is a set @ with one k-ary operation A
defined on @, where |Q| = n.

A k-ary quasigroup or a k-quasigroup is a k-groupoid (Q, A) such that
in the equality A(z¥) = x4, each set of values of k elements from zt+!
uniquely defines the value of the (k+1)-th element. Sometimes a quasigroup
k-operation A is itself considered as a k-quasigroup.

The k-operation E;, 1 <i <k, on Q with E;(2¥) = 2; is called the i-th
identity operation (or the i-th selector) of arity k.

For k > 2, an k-dimensional hypercube (briefly, a k-hypercube) of order
nisann x n x --- X n array with n* points based upon n distinct symbols.

k

A k-dimensional permutation cube of order n [6]) is a k-dimentional
n Xn X --- X n matrix of n elements with the property that every column
(that is, every sequence of n elements parallel to an edge of the cube)
contains a permutation of the elements. In particular, a two-dimentional
permutation cube is simply a latin square of order n which is an n x n array
in which n distinct symbols are arranged so that each symbol occurs once
in each row and column [6].

A k-operation (a k-quasigroup) defined on a set @) corresponds to every
k-hypercube (to every permutation k-hypercube) with the elements of @
and vice versa (see, for example, [4]).

Definition 1. [14] Let (Q, A1), (Q, A2),...,(Q, Ax) be partial k-groupoids
with the same domain D = D(A1) = D(A3) = ... = D(Ay) C QF. The k-
tuple of k-operations (A¥) = (A1, Ag, ..., Ay) is called orthogonal if for every
(a1,az,...,a;) € QF for which the system {A;(z}) = a;}%_, has a unique
solution.

The k-tuple (A¥) of partial k-operations with the same domain D is
orthogonal if and only if the mapping (2%) — (A1 (2¥), Aa(zY), ..., Ar(2}))
is a bijection when (z}) € D.

The set of different partial k-operations of the same domain D is said to
be an orthogonal system of partial k-operations (a k-OSPO) if each k-tuple
of the k-operations of this set is orthogonal [14].

For coding of information it is useful the following

Theorem 1. [14] To every orthogonal system of k-ary partial operations
> ={A1, s, ... A}, t = k, in which all partial operations are defined
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on a set of q elements, the set D has p elements and ¢ < p < ¢F, there
corresponds a code of p t-sequences of code distance t — (k — 1) over an
alphabet of q letters, ¢ < p < ¢*, and vise versa.

An orthogonal system of k-ary operations (k-OSO) is a partial case of
k-OSPOs. Such systems were studied in many works (see, for example,
[6, 7]).

A k-OSPO, in particular, a k-OSO can be used for construction of secret-
sharing systems in the following way.

Let Y = {41, Ag,..., A} be a k-OSPO of partial k-operations given on
aset @ of order g with | D |= p. Choose n, k < n < t, of partial k-operations
A;, = B1,A;, = By, ..., A;, = By of)_, some k-tuple a = (ag,a1,...,ax_1)
of D C QF and suppose that the element ag (or some elements of this k-
tuple) is the secret. The k-tuple a we express in coded form as the n-tuple
b = (b1,be,...,b,), where b; = Bj(ag,a1,...,ax—1). As ) is a k-OSPO
and a = (ag,a1,...,ax—1) € D C QF, any k elements bj,, by, ..., b;, of b
define uniquely a k-tuple a, as by the definition of a k-OSPO the system
{Bj,(z¥) = bj,, Bj,(a%) = bj,,...,Bj,(z}) = b;,} has a unique solution
(a;l,a;g, . ,(L'k) = (ao, at, ... ,ak,l).

Taking that into account, one can suggest the following construction of
an (n, k)-threshold secret-sharing scheme between n users, any k of which
can unlock the secret.

1. Choose a k-OSPO Y = {A;, Ag,..., A} with a great domain D the
partial operations of which is given on a set @) of sufficiently great
order q.

2. Choose a k-tuple a = (ag, a1, ...,a,_1) of D in which the element ag
(or some elements) is (are) the secret.

3. Choose an n-tuple (i1,1i9,...,0,) of {1,2,...,t}, k< n <t
4. Calculate the n-tuple b = (b1, ba,...,b,) =

(Aiy(ag™), Ay (ag ™), -5 Ai (ag 1) =(Bi(ag ™), Ba(ag ™), -, Balag ).
5. The pairs (i1, b1), (i2,b2), ..., (in, by), which form the secret key, can

be separated between n users which are the keepers of the secret.

Using this system any group of k from n users having k pairs (i;,,b;,), ...,
(ij,,bj,) unlocks the secret deciding the system {Bj, (z}) = bj,, Bj, (2¥) =
bjs,- -, Bj, (zF) = bj, } and none another group of smaller numbers of users
cannot to receive an information about the secret.
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This system allows to increase a number of keepers of the secret adding
l elements 441, %n+42, - - -, tnti, where n+1 < ¢, in point 3.

If there is only one group of the keepers of the secret, then in item 3 we
choose n = k.

The pointed algorithm is the same when we use an orthogonal system
of k-ary operations (a k-OSO) given on a set (. In this case D = Q*.

As one variation on theme of secret-sharing schemes, we might want a
scheme where some participants’ share carry more weight than others. In
this case we require that a share from participant ¢ can be replaced by a
collection of shares from participant of lower weights. Such a system is
often called a multilevel scheme. For example, assume that in a bank, one
wants to have a valid signature for transfer of a great sum of money only
if the shares of two tellers and one vice-president or two vice-presidents are
entered.

In such case we can in the suggested scheme to share secret (i1, b1), (i2, b2),
<oy (in, by) between [ < n keepers giving more parts of the secret key to the
participants with more weight and less parts to the participants with lower
weight.

3. Some known secret-sharing schemes

The following connection between k-OSOs and codes is well known.

Theorem 2. [15] A code of ¢* words of length t with the code distance
t — (k — 1) in an alphabet from q letters corresponds to every orthogonal
system of k-ary operations Y = {A1, Aa, ..., A}, t > k, defined on a set
Q of order q and vice versa.

It is a partial case of Theorem 1 when p = ¢*. In this case we have an
MDS-code (that is a code with the maximal Hamming distance n — (k — 1)
between codewords).

In his book [16] W. W. Wu stated that all the secret-sharing schemes
known at the time his book was written are connected with latin squares
and provided some constructions of such schemes using orthogonal latin
squares. All his examples construct secret-sharing schemes in which only
two parts of the secret key are need to unlock the secret. J.Dénes and
A.D.Keedwell [7, Chapter 9] made a more general observation that all
these schemes can be constructed with the aid of Reed-Solomon codes.

A code of Reed-Solomon over GF(q) is a code with codewords of length
g — 1. The codes of Reed-Solomon over GF(q) are MDS-codes [7, Ch. 9].
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The scheme with the secret (so, s1,. .., Sg—1) due to A. Shamir [12] based
on a polynomial q(x) = so+s12+. ..+s_12" "1 modulo p, where p is a prime
greater than n and where the polynomial is so chosen that it has distinct
values modulo p for n different values x1, x2, ..., x, of . The secret key is
the n different ordered pairs of integers (x;, q(x;)) for i = 1,2,...,n. The

polynomial ¢(z) is calculated by the Lagrange’s interpolation formula

k
o(z) = Z q(xi)(x—z1)(x —22) ... (x — zj—1) (. — Tig1) - .. (x — @)
i1 (l’z — xl)(xl — .TQ) Ce (.CC, — xi_l)(xi — «Tz‘—&-l) . (JZZ — xk)
for polynomials where x1,xo, ...,z are any k of n parts of the secret key.

The second scheme of such kind is due to R.J. McEliece and D. V. Sar-
warte [11|. In this scheme a Reed-Solomon code over a finite field GF(q)
with words of length ¢ — 1 is defined by the following matrix G:

1 1 ... 1
aj as Gg—1
G = a% a% a37
k=1 k-1 k—1
where ag = 0,a1 = 1,ag,...,a4—1 are the different elements of GF(q) with
g =p™ (p is prime) elements. Every k-tuple s = (sg, s1,...,8k—1) in coded

form is the (¢ — 1)-tuple b = (b1, b2, ...,by—1), where b = sG. In this case
b; = q(a;), where g(x) = so + s12¢ + ... + sp_12° 71, so this method is a
generalization of that Shamir. The subset of n < (¢ — 1) pairs of the set
{(i,b;) | i =1,2,...,q — 1}, any k of which unlock the secret, can be the
secret key.

J.W.Greene, M. E. Hellman and E.D. Karnin used the matrix G over a
finite field to construct an extended Reed-Solomon code [8]:

1 0 1 r .- 1

0 0 a az 0 Qg1
G=]|0 0 da? a3 - a27

01 a’ffl agfl e a’(;:ll

Thus, the matrix G of an extended Reed-Solomon code is the matrix G
with two first added columns. The first (the second) column contains the
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element 1 on the first (on the last) place and the element 0 on the rest
places.

According to Theorem 5.1 [7] every extended Reed-Solomon code (and
that means the corresponding secret-sharing scheme) with a generating ma-

trix of two rows
10 1 1 --- 1
01 a az -+ ag

which is defined over a field GF(q) can be constructed from a complete set
of orthogonal latin squares (binary quasigroups) of order g.

This result can be generalized to the k-ary case. At first we remind
that an i-invertible k-operation A defined on @ is a k-operation for which
the equation A(ai_l,x,afﬂ) = aj41 has a unique solution for each fixed

k-tuple (a1,az,...,ai—1,ait1,...,ak41) of QF.
A k-ary quasigroup can be defined as a k-groupoid (@, A) such that the
k-operation A is i-invertible for each i = 1,2,... k.

A k-ary operation A(z¥) = a1z1 +agze+. .. +agwy, over a field GF(q) is
i-invertible, if a; # 0 and it is a k-quasigroup if and only if all its coefficients
are different from 0.

Theorem 3. FEuvery secret-sharing system corresponding to the extended
Reed-Solomon code over a field GF(q) with the matriz G is equivalent to
the orthogonal system Y = {E1, Ey, A1, As, ..., Ag—1} of k-operations of

order q, where El(mlgfl) = 19, Ek(:ngfl) = Tp_1,

k—1 2 E—1
Ai(xg ") =zo+ a1 +ajra+ ...+ a; Tp_q.

All k-operations A;, i =1,2,...,q — 1, are k-quasigroups.

Proof. Let us consider a secret-sharing scheme corresponding to the ex-
tended Reed-Solomon code over a field GF(q) with the matrix G. The
determinant formed by any k of the columns of this matrix is nonsingu-
lar, so the system of k-operations ) = {Ey, Ey, A1, Ag, ..., Ag—1} defin-
ing by the columns of the matrix G: Fy(zh 1) = w0, Ep(zf™") = x4,
Ai(z:lgfl) = m0+aix1+a?1‘2+. . .—}—afflxk_l, 1=1,2,...,q—1, is orthogonal.
All k-operations A; are k-quasigroups as a; # 0 foranyi=1,2,...,¢—1, so
a system of permutation k-hypercubes corresponds to these k-quasigroups.
The k-tuple (so, s1,...,Sk—1), including the secret, is coded as

(50, k-1, A1 (sE™1), Ao(sE1), .o, Agma(sh™h).
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Converse is evident since the system ) = {E, Ex, Ay, Aa, ..., Ag—1} of
k-operations defines the columns of the matrix G. So this system defines

the secret-sharing scheme, corresponding to the extended Reed-Solomon
code. O

Note that Ai(slg_l) =q(a;),i=1,2,...,q — 1, where ¢(z) is the poly-
nomial of Shamir over the field GF(q).

It is easy to see that the system ) = {FEi, Es, A1, As,..., Ag_1} of
orthogonal binary operations, where F1(z,y) = x, Ea(x,y) = vy, Ai(z,y) =

x+ay,t=1,2,...,q9—1, corresponds to the secret-sharing scheme, which
respect to the matrix of two rows of Theorem 5.1 [7]. In this case all
operations A;(z,y), 1 =1,2,...,q — 1, are binary quasigroups.

In the case of the matrix G we have the following

Corollary 1. Every secret-sharing system corresponding to the Reed-Solomon
code over a field GF(q) with the matriz G is equivalent to the orthog-
onal system y, = {A1,As,...,Ag_1} of k-quasigroups of order q, where
Ak Y =zo+aimi +adea+ . Fad Ty, i =1,2,..,¢— 1.

Note that instead of the matrix G one can take the matrix over a field
GF(q) with a primitive element (that is a generating element of the mul-
tiplicative group) a and with the following k-operations (corresponding to
the columns of this matrix): E1(zE~1) = zo, Ex(zE™1) = 4y, Ay(ak™!) =
To+2x1+ ...+ T_1, Ai+1($lgil) = x9 + aixl + a2i332 + ...+ a(k_l)il‘k_l,
i=1,2,...,q — 2, where k-operations Aj, As,..., A;_1 are k-quasigroups.
We may take the matrix with the ¢ + 1 rows defined by these k-operations.

4. Transformations of orthogonal systems

With the point of view of ciphering of an information it is important to
obtain many orthogonal systems from one system. In the connect with
that we recall some transformations of orthogonal systems of k-operations
known in the algebraic theory of orthogonal systems of k-operations with
some additions.

At first we reremind some necessary information from [2] with respect
to k-OSOs (for the case k = 2 see [3]).

Let (A1, Ag,..., A) = (A¥) be a k-tuple of k-operations defined on
a set Q. This k-tuple defines the unique mapping 6 : Q¥ — QF in the
following way: 0 : (2¥) — (Ay(2}), Aa(zh), ..., Ap(zh)), (or briefly, 0 :
(k) — (A1) (b)),
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Conversely, any mapping Q¥ into Q* uniquely defines a k-tuple (A%) of
k-operations on Q: if (x%) = (y¥), then we define A;(x%) = y; for all i =
1,2,...,k (or shortly, i € 1,k). Thus, we obtain 6 = (A}), where (z}) =
(AF)(2%) = (A¥(2})). If C is a k-operation on Q and @ is a mapping Q¥
into Q*, then the operation C defined by the equality CO(z¥) = C(0(z}))
is also a k-operation. Let Cf = D and 6 = (A}), then D(2¥) = C(A¥(2}))
or briefly, D = C(A¥). If § = (BY) and @ = (A}) are mappings Q¥ into QF,
then o = (A})f = (A6, Asf), ..., Ayf) = ((Aié)le = (Ai(Blf))le'

If & = (Bf) is a permutation of Q*, then B; = E;§ and B;0~! =
Bi(BW) ' =E;, i€,k

Definition 2. [2] A k-tuple (A¥) of different k-operations on @ is called
orthogonal if the system {A;(z}) = a;}*_, has a unique solution for all
(af) € Q.

The k-tuple (E¥) of the selectors of arity k is the identity permutation
of Q¥ and is orthogonal.

There is a close connection between orthogonal k-tuples of k-operations
on @ and permutations of Q¥ (such permutations will be called k-permutati-
ons).

Proposition 1. [2] A k-tuple (A% of k-operations is orthogonal if and only
if the mapping 0 = (A¥) is a permutation of QF.

In [2] it was introduced the notion of a strongly orthogonal system of
k-operations.
Definition 3. [2] A system X = {4, Ay, ..., A} = {A}}, ¢t > 1, of k-
operations, given on a set @, is called strongly orthogonal if the system
Y = {E¥, AL} is orthogonal.

In this case all k-operations of 3 are k-quasigroups since an i-invertible
k-operation A defined on @ is i-invertible if and only if the mapping
(E1,Fo,...,E;_1,A,Eiy1,...,E}) is a permutation of Q.

The system X is called the orthogonal system of k-quasigroups (k-OSQs).

A k-operation A is a k-quasigroup if and only if the set X = {A} is
strongly orthogonal. A set ¥ = {A!{} of k-quasigroups when k > 2, t > k,
can be orthogonal but not strongly orthogonal in contrast to the binary
case [2].

Note that in the case of a strongly orthogonal set ¥ = {41, Ao, ..., A} =
{A!} of k-operations the number ¢ of k-operations in X can be less than
arity k.
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According to [2] if 3 is a k-OSO given on a set @, then ' = 570 =
{A10, As0, ..., A0}, where 0 is a permutation of Q, is also a k-OSO.

Two k-OSO 3" and > given on a set @ are conjugate if there exists a
permutation § of Q¥ such that ' = > 6. They are called parastrophic if
S = 25_1 where § = (A, Aiy, ..., Ai,), Ay, € Y for any j € 1 k. In
this case S =30 ' = {Ey, Ba,..., Ep, AD i€ T,t,i#14;,5€1,k}

By Theorem 1 of [2] every k-OSO is conjugate to a k-OSQ and by Lemma
3 of [2] two k-OSQs are conjugate if and only if they are parastrophic.

In [2] the transformation of isostrophy of k-OSOs described below (for
k = 2 see [3]) which is more general than conjugation was also considered.

Let >, = {A}} be a k-OSO given on a set Q, T = (a1, a9,...,q4)
be a system of permutations of Q. The transformation Y. — > where
S = oA, a0y, ., Ay, A; € Y s called isotopy of k-OSOs and
denoted by 3 = 37

Remark 1. Note that if a k-OSO > = {A!} is strongly orthogonal and
=T

T = (041,042, ey atJrk), t@ Z = {OélEl,OéQEQ, N ,OékEk, Bl,BQ, ey Bt}

where B; = a1 A;, j € 1,t, are k-quasigroups.

It is true [2] that (3°0)T = (1), ie., if B e S = (X 0)T, i e 1,1,
then

Bi(a}) = (ci(Ai0))(a}) = (a1 4;)b(a7). (1)

The transformation Y_ — (32 0)T = 3 is called in [2] isostrophy.

The system ' is also orthogonal. Indeed, any k-tuple with different
k-operations of > defines a permutation of Q*: (B, Biy, ..., B;,) =
((ailAil)O, (OZZ'ZAZ'Z)G, ey (azkAzk)a) = (ailEla ai2E2, PN 7aikEk)(Ai17Ai27
..., A;.)0. Thus, this k-tuple is the product of three permutations of Q¥
so it is orthogonal.

In addition, we consider the following case of the transformation of
isostrophy of a k-OSO, namely, > = (3.6,)7, where 6; = 66y, 6y =
(B1E1, BoEa, ..., BiEL), B1, B2, - - -, B are permutations of Q, that is fp(z}) =
(BLE1, B2Ea, . .., BuEy)(x}) = (Biz1, Baxa, . .., Br).

In this case, if B; € >, then

Bi(x}) = (0 Ai)01 (2]) = (i A;)0 0o (2}) = (4 Ai)0)0o(2]).  (2)

Let § = (C1,Cy,...,Cy), then (2) can be written as
Bi(z}) = aiAi(Cl(ﬁjiﬂj)?:la 02(53‘333')?:1, ce Ck(ﬁjmj);?:l): (3)

where (Bjz;)h_; = (121, Bawa, - ., Brv).
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Transformation (3) of a known k-OSO > = {A!} is realized with the
help of a tuple of permutations «;, i € 1,1, some known orthogonal k-tuple
of k-operations (Cy,Cq,...,Ck) = 6 and k permutations 3;, j € 1,k, of Q.

Remark 2. The transformation (3) can be represented by conjugations
and isotopy of k-operations. Remind that two k-operations (@, A) and
(Q, B) are isotopic if there exists a (k + 1)-tuple T' = (b1, B2, ..., Bk, @)
of permutations of @ such that aB(x}) = A(Biz1, fo2, . .., Bray) for any
xlf € QF or, shortly, B = AT. Any k-operation isotopic to a k-quasigroup
is a k-quasigroup. Using isotopic k-operations transformation (2) can be
written as Y. = {B1,Ba,...,B;} = {(A410)"1, (A:0)"2, ... (A0} =
{Ozl(ilg)TO, a2(A2§)TO, ey Oét(Atg)To}, where Tz = (51, 52, P ,ﬁk, Ozi_l), oy,
i€ 1,t, 55, j €1,k, are permutations of Q, Ty = (51, 2, ..., 0k, 1) (1 is the
identity permutation of Q).

If Q(A) is a k-quasigroup, then the system > = {Ej, Es, ..., E, A} is
orthogonal and 6 = (E, ..., Ey, A) is a k-permutation of QF.

By Proposition 3 of [9] the systems
SN 0={Es,FEs,...,E, A, A0}, > 0>={Es3,Ey4,...,Ey, A A0, A0%},. ..,
SNGF — {A, AG, A%, ..., AG*} and Y0° — {AGE, AGE1, L A6
are orthogonal for every s > k4 1. Each of these systems contains k + 1
operations, any k of which define a k-permutation of QF.

The transformation of isotopy, conjugation or isostrophy of a k-OSO >,
described above, corresponds to the transformation of the secret-sharing
scheme, based on the £-OSO ), which it is possible to call the transfor-
mation of isotopy, conjugation or isostrophy of the secret-sharing scheme
respectively.

5. Transformations of orthogonal systems

Consider transformations of k-OSOs which consist polynomial k-operations,
i.e., k-operations of the form

A(:c]f) =a1x1 +asxo + ...+ apTk
over a field GF(q). Any selector E; of arity k can be considered as a

polynomial k-operation: El(x’f) = a1 + aoxo + ...+ a;T; + ...+ apTk
where a; = 1,a; = 0,4,5 € 1k, j #i.
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Let X ={Ay,Ag,..., A}, k> 2,t >k, be a set of k-operations each of
which is a polynomial k-operation over a field GF(q), that is

Al(a:
AQ(ZL‘

]f) =anr; +axe + ... + a1y,
If) = a21x1 + a22T2 + ... + a2x Tk, (4)

At(fb"]f) = a2+ aex2 + ...+ Qg

Let A be the matrix t x k defined by (4). The system Y = {A!{}, k > 2,
t > k, of polynomial k-operations from (4) is orthogonal if and only if all
k-minors of the matrix A, defined by these k-operations, are different from
0 (Proposition 1 of [5]).

Consider the transformations of isotopy, conjugation and isostrophy of
k-OSOs which consist of polynomial k-operations over a finite field GF(q),
in particular, when the k-OSOs are defined by the columns of the matrix
GorG.

Denote by » =, > and ) = the k-OSOs of polynomial k-operations
defined by (4), by the columns of the matrix G and by the columns of
the matrix G respectively. In the following statements the definitions of
corresponding transformations of these k-OSOs described in the previous
item (which give new k-OSOs) are applied for the polynomial k-operations.

We will consider only these k-OSOs over a field GF(q) which contain ¢

k-operations Ay, Ao, ..., As.

Proposition 2. Let B; € Z%, where T = (a1, a0, ...,04), Q; 1S a permu-
tation of a set Q for i € 1,t, then
Bz(xlf) = ai(aﬂxl + ajox + ...+ aikl'k), 1€ 1,t.

Indeed, Bz(xlf) = oziAi(xlf) = a;(aix1 + apre + ... + ajpxg), i € 1,t.
For the polynomial k-operations defined by the matrix G or G we have

Corollary 2. If B; € Zg, T=(o,0,...,04-1), then

Bi(a;lg_l) = a;(z0 + aiz1 + a?xa + ... + af_lxk,l), iel,g—1, and
B =o1FE, By =asFy, Bl(ﬂflgil) = ai($0+ail‘1 +a?x2+. . .+(L§71$k_1),
i€3,q+1, if BieY L.

Proposition 3. Let B; € Y 40, where § = (C1,Cs,...,Cy), then
B,(a:’f) =a;n1C1 (Cl?]f) + ai202($lf) + ...+ alk(]k(x’f), 1€ H

Indeed, BZ(:L‘]{’,) = Aﬁ(m’f) = aﬂCl(ﬂs’f) JraiQCQ(CCIf) +... +aszk(x’f) for
all i € 1,1,
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Corollary 3. If B, € >0, where § = (C1,Ca,...,Cy) , then

Bi(xlg_l) = C’l(x’g_l) + ang(xlg_l) + a%Cg(xlg_l) + o+ af‘le(a:’g_l),

i € 1,q — 1. The k-operations of Y 70 have the form: By = C1, By = Cy,
ok=1y k—1 _ k—1 2 k—1 k—1 k—1

Bi(xy ") = Ci(zg ) +a;Calxy ") +aiCs(xg ) ... +a; Crlag ),

1€3,q+ 1.

Indeed, By = E10 = Cy, By = E0 = C}, by the definition.

Corollary 4. Let A;, be a k-operation from Y (from Y &, Ay, # E1, Ey),
0 = (E15E27"')Ek—17A’i0)' If B, € ZG97 1 €1 q—l ) 75 i, then
Bi(xk™Y) = (14 af1ywo + (az—l—af_laio)xl 4.4 (ah —i—ak ! fo Hap_ot
afflafoflxk_l and Bj,(zf ) = (1 + afofl):co + ai, (1 + aio Doy 4+ ...+

afO_Q(l + af’o_l)xk,g + a?f 2.%']6,1. If Bi S 2597 then Bl = El, Bg = Aio
and B;, i € 3,q+ 1, have the same form as above.

Proof. 0 = (Ey, Es, ..., Ex_1, A;,) is a k-permutation, A;, is a k-quasigroup,
so by Corollary 3 Bi(zf ) = Ey(af™") + a;Ba(xf ) + a2 B3 (zh ) +.. . +
af_2Ek,1(x§_1) + af_lAiO(aclg_l) = 20 + a;x1 + aixa + ... + af_2xk,2 +
akfl(xo—}—aloxl—i— +a’?71xk 1) = (1+a§71)x0—{—(ai—&—af*laio)ﬁ—|—...—|—
(aF=2 4+ o1 fo g + a7t fo 'op_1,i € T,q— 1, if B; € > 50. For
1 =19 we obtaln B;,.

When B; € > 50, then By = Ei(E1, Es,...,Ey_1,Ai) = E1, By =
Ey(E1, Ea,...,Ex_1,A;,) = Aj,. The rest k-operations has the form as in
the first part of the corollary. O

Note that the transformation of Corollary 4 corresponds to the following
transformation of the matrix G (or G): the last row (that is the k-th row)
multiplied by a! ' is added to the j-th row, j =1,2,...,k— 1, the last row
is multiplied by afo_l (assume a) = 1). The k-operation B; is defined by
the i-th column of the obtained matrix.

Let 0 = (E1, Es, ..., E,_1,A), where the k-operation A is k-invertible.
In this case 6 is a k-permutation and g = (E1,Eq, ..., Ej_ 1, &) A), where
(k) A is the k-operation such that A(zy,zs,...,z5_1,*) A(2h)) = Ep(zh) =
z. If Ais a polynomial k-operation, that is A(2}) = a121+agze+. . .+apwy,
where ap # 0, then (k)A(:n’f) = a;l(—alxl —agTy — ... — Qfp_1Tk_1 + Tk)-

Corollary 5. Let Ay € >, B; € ZGg_l, 0= (El,Eg,...,Ek_l,AiO).
Then B, (o)) = (1= ot ol oo + (1 — ak—2<a’i;2>*1>x i

) i )

al-“z(l — ai(aio)_l)xk_g + affl(akfl) Tg_1, if i € 1,q—1, i # i;, and

[ 20

B;, = E). All B; for i # iy are polynomial k-quasigroups.
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Proof. If A;; € 3, then Ay, is a k-quasigroup and *) A; (zf~1) = (a, k=ly—1
(—x0 — ajpx1 — ... ak 22p_9 + Tp_1), 50 Bi(zh™l) = A6 ( -1 =
El(l‘]g_l)—l-aiEg(l’ )—f—ang(xlg_l)—l—...—i-a? 2Ek_1( )+ k= 1(k)AZO($IS 1)

’L

= 2o + a;r1 + airy + ... + af_%k_g + ak_l(afo_l) Yz — ajoz1 — ... —

ak ka Q—f—xk 1) = (1—af_1(af0_1)_ )zo+ (a; k 1( —h- 1a20)a:1—|-...+
%—2 E—1y—1 k-2 E—1 k=1, k—1y—

a; “Hap )~ ¢ (aj, )" Hxo+

io ag )Tk 2+ak_ (az Tho1 = (1 a;

(
(ai—a;~ (ak D et (e e ) Daeea el ag ) e =
(

1—af (@ Y Dzota(1—af 2 (af ) Vo +. . +al 2 (1-ai(ai,) V) zp_at

i
al€ (af0 DWle,y,ieT,q—1,if B; € ZGgil. From this expression it
fol]ows that B;, = Ej and all k-operations B;, i # g, are polynomial k-

quasigroups since all coefficients are different from 0. O

20

Pr0p051t10n 4. If in Proposition 3 0 (Ail,AiQ,...,Aik), A, € X1,
l €1,k gt = (D1, Da,...,Dy), then Z Yisa k-OSQ and B;, = Ej,
1€k, Bi(zh) = allDl(:Ul) + aipDo(2¥) + ...+ agDy(2h), i € 1)1, i # 1y,
lelk, if B, 50

Proof. If © € ﬂ, i # i1,02,...,1, then B; = Ai(Dl,DQ,...,Dk-). But
A;, = B0 and Ailé_l = E},s0 B;, = Ailg_l = Ej and the system 219_1 =
{E1,Es,...,Ex,Bili € 1,t,i # i1,i2,...,i} is an orthogonal system of k-
quasigroups (k-OSQ). O

Let S° — (320600)" = (3. 6)"0y. Then, using (3), we obtain

Pr0p051t10n 5. Assume that B; € (3.5 0)70y, where 0 = (C1,Cs,...,Ck),

(ﬂlEl,ﬁgEQ, .. ;ﬁkEk) and T = (041,042,.. th) then Bi lf) =

Oéi(ailcl(ﬁjxj)§:1 + ainCo(Bjwj)imy + . + anCr(Bja)k_)), i€ Tt

Indeed, according to (3) B;(z}) = ;A (Cl(ﬂjaz])] 1,02(@1“])] e
(ﬁ]%)g 1) = QZ(azlcl(ﬁyxj) 1+a1202(ﬁ]x]) —1t-- +aszk(ﬁj$J) 1)

1€ 1,t.

Corollary 6. If B; € (ZG 0)T0o, 6 = (01,02, .., Cr), 0o = (BoEr, B1E2,
.5 Br—1Ey), then B; (330 ) = aZ(Cl(ﬁ]x])] —0 T azC?(ﬂij)f_é + -
kflck(ﬁ]x])] D), i e Tg—1. IfBi € g )Teo, then By(zk ) =

04101(53373)] =0> B2( = 042019(51'33])5 s B( = 041(01(@33])3-:0 +

a;Co(Bjx )2y + ..+ al T Ch(Biay)h2)), i €3+ 1,

Indeed, if B; € (3>-z0)" 0y, then
By(zf") = a1 By (C, Co, . .., Ck) (Bzj)h2g = an C1(B25)5 2,
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Ba(af ") = aaBp(Ch, Cy, ..., Cr) (Bjz) 20 = aaCr(Bjm)h=).

Now let 3 — (80 80)" = (30 )78y (see (1)).
Proposition 6. If B; € (Zzg_l)Tgo, where 0 = (Aiy, Aiy, ..., Ai ), A; €
[ 771 p—
ZZ’ lelk, 0 (Dl,DQ,.. Dk) 0y = (ﬂlEl,,BQEQ,...,ﬂkEk) then
By, = a; BB, 1 € 1, 1,k, B (531) = az(alel(ﬁj%)] 1 +al2D2(ﬁj$J)] 1t
+aZka(ﬂ]xJ) ) /Le]' t 7’7éZ157’27'- Zk,' where B27Z#117227"'7 1k,
are k-quasigroups.

This proposition is a consequence of Proposition 4, Proposition 5 and
Remark 1 since
B, (fﬁlf)=(aizAilafl)go(fclf)=(OénEl)ao(xlf)=0411El(ﬁj90j)f:1 = oy BBy (a),
lelk.
Corollary 7. [f ZG = {El, Ek,Al,AQ, . q 1} = {Pl, PQ, . ,Pq+1},
0 = (P“,Plz, .. sz) 11,12, ..., € I,g+1 q+1 9 = (Dl,DQ,...,Dk),
0o = (BoEr, B1Es, ..., Bk_1Ey), Bi € (g0 )Teo, then B, = ;08— 1E17
1€ Lk, Bi(ag ') = ai(Dl(ﬁjwj)fléJraiDz(ﬁm)j o+af T DR (Bim)h)),
1€l,q+1,9%#141,00,...,0. All By, © # 11,142, ...,1k, are k-quasigroups.

Indeed, in this case By, (zf 1) = (ailpilé‘l)éo(x’g*) = (a;, B (zF)
= ailEl(ﬂjxj)z?;é = ailﬂl,lEl(aclg_l), Il € 1,k. The rest k-operations are
k-quasigroups by Remark 1.

e = (D1, Ds,...,Dy), then the k-operations B; of (3 g_l)Tgo,
i €1,q—1, where ZG = {A17A2’...,At}, 0= (A,Ll,Am,...,Aik), Ay €
Yo leld, k have the same form as in Corollary 7.

The transformations of k-OSOs, given above, allow to construct new
secret-sharing schemes or to renew (to renovate secret keys) the known
secret-sharing schemes, in particular, based on a Reed-Solomon or an ex-
tended Reed-Solomon code in the pointed numerous ways.
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