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Non-commutative finite associative algebras

of 3-dimensional vectors

Dmitriy Moldovyan, Nicolai Moldovyan and Victor Shcherbacov

Abstract. Properties of the non-commutative finite associative algebras of 3-dimensional vectors
are presented. An interesting feature of these algebras is mutual associativity of all modifications
of the defined parameterized multiplication operation and existence of a large set of single-side
unit elements. In the ordinary case one unique two-side unit element is connected with every
element of the algebra, except the elements that are square roots of zero element. It is shown
that the used method suites for defining finite non-commutative associative algebras of arbitrary
dimension m > 2. The considered finite associative algebras are interesting for cryptographic

applications.

1. Introduction

Finite non-commutative associative algebras (FNAAs) are interesting for appli-
cations in design of public-key cryptoschemes characterized in using hidden con-
jugacy search problem (called also discrete logarithm problem in hidden cyclic
group) [2, 3, 6]. In literature there are considered different FNAAs defined over
finite vector spaces with dimensions m = 4,6, and 8. The main attention was
paid to the case m = 4 that provides lower computational difficulty of multiplica-
tion operation in the FNAA while defining vector spaces over the same finite field
GF(p). Recently it has been introduced the 2-dimension FNAA [4].

In the present paper it is shown that the method for defining 2-dimension
FNAA can be generalized and used to define m-dimensional FNAAs for an ar-
bitrary value m > 2. Some properties of the FNAA relating to the case m = 3
are investigated. Other types of 3-dimension non-commutative algebras with as-
sociative multiplication operation are defined as well. All investigated FNAAs
contain only local unit elements, therefore defining the discrete logarithm problem
in a hidden group [2] on the base of such FNAAs has some peculiarities that are
discussed in relation of cryptographic application of the considered finite algebras.
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2. Unit elements in 3-dimensional FNAA

Suppose e, i, and j are some formal basis vectors and a, b, ¢ € GF(p), where prime
p = 3, to be coordinates. Three-dimensional vectors are denoted as ae + bi + ¢j or
as (a,b,c). Terms 7v, where 7 € GF(p) and v € {e,i,j} are called components of
the vector.

Addition of two vectors (a,b,c¢) and (x,y,z) is defined as addition of the
corresponding coordinates, i.e., with the following formula (a,b,¢) + (z,y,2) =
(a+z,b+y,c+ 2).

The multiplication operation in finite 3-dimensional vector space is defined
with the formula

(ae+bi+cj)o(ze+yi+ zj) =
= ax(ece)+bx(ioe)+cx(joe)+ay(eoi)+by(ioi)+cy(joi)+az(eof) +bz(ioj) +cz(joj),
where products of different pairs of formal basis vectors e, i, and j are to be replaced
by some one-component vector in accordance with the basis-vector multiplication
table (BVMT) shown in Table 1. The left basis vector defines the row and the
right one defines the column. At the intersection of the row and column we have
the value of the product of two formal basis vectors.

Table 1 defines non-commutative associative multiplication of the vectors V =
(a,b,¢) = ae+bi+c¢j and X = (x,y,2) = zve + yi + 2j. The BVMT contains
structural coefficients u, 7, A € GF(p) defining different modifications of the mul-
tiplication operation, i.e., the last is parameterized. The defined non-commutative
multiplication operation is characterized in the mutual associativity of all its mod-
ifications, i.e., for the considered FNAA of 3-dimensional vectors the following
statement is valid:

Proposition 1. Suppose o and x are two arbitrary modifications of the vector
multiplication operation, which correspond to different triples of structural coeffi-
cients (11,71, A1) and (2,72, N2) # (u1,71,\1). Then for arbitrary three vectors
A, B, and C the following formula (Ao B)xC = Ao (B*C) holds.

Proof of this statement consists in straightforward using of the definition of
the multiplication operation and Table 1.

Table 1: The BVMT defining associative multiplication in the finite vector space
of the dimension m =3 (1 #0; 7 #0; A #0)

o ‘ e i j

e | ue Te e
il i A
PolwooTN

Structure of Table 1 is similar to structure of the BVMT used for defining the
2-dimension FNAA [4] (see Table 2), i.e., every cell in every fixed row contains the



Non-commutative finite algebras 111

same formal basis vector and every cell in every fixed column contains the same
structural coefficient.

Table 2: The basis-vector multiplication table for the case m = 2 [4]

o ‘ e i
e | pe Te
i | pi  Ti

Finding the right-side unit elements in the considered 3-dimension FNAA is
connected with solving the vector equation

(ae + bi+ cj) o (xe + yi+ zj) = ae + bi + ¢j, (1)

where V = ae+bi+ ¢j is an arbitrary vector and X = xe + yi+ zj is the unknown
one.
Equation (1) can be reduced to the following system of three linear equations:

pax + Tay + Aaz = a,
pbz + Tby + \bz = b, (2)
pex + ey + Aez = c.

Solution of the system (2) defines the following set of the local right-side unit
elements

Er = (SL’, Y, Z) = (iC, Y, >‘_1(1 — HT — Ty)) ) (3)

where x and y take on all possible values in GF(p). Every value E, from set (3)
represents a global right-side unit element acting on all 3-dimensional vectors of
the considered FNAA.

The vector equation

(ze + yi+ zj) o (ae + bi+ cj) = ae + bi + cj (4)

that defines the left-side unit elements can be reduced to the following system of
three linear equations:

(pa + 7b+ Ae)x
(na + 70+ Ae)y
(pa 4+ 7b+ Xe)z

a,
b, (5)
C.

Solving the system (5) one gets the following statement.

Proposition 2. To every vector V = (a,b,c), such that ua + 7b + Ac # 0, there
corresponds a unique local left-side unit vector

a b c
B = _ .
1= (2,9, 2) <ua+7b+)\c’ua+rb+)\c’ua—i—7’b+>\0) )
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It is easy to show that the local left-side unit element is contained in the set (3),
i.e., it is equal to the local bi-side unit of the vector V.

Let us consider the sequence V,V?2 ... Vi (for i = 1,2,3,...). If the vector
V is not a zero-divisor relatively some of its power (zero-divisors are considered
below, where it is shown that vectors satisfying the condition au + b7 + ¢\ # 0
are not zero-divisors), then for some two integers h and k > h we have V¥ = V"
and V¥ = VFk=h o Vb = VP o VF=h = YVk=h o VP Thus, the mentioned sequence
is periodic and for some integer w (that can be called order of the vector V)
the equality V¥ = V*=* = E’ holds, where E’ is a bi-side local unit such that
VioE' = E' o Vi = V' holds for all integers i.

Thus, taking into account that the local right-side unit element corresponding
to the vector V' is a unique one, we can conclude the following:

Proposition 3. Suppose V = (a, b, c) is a vector such that ap+ b1 +cA # 0. Then
the vector E, described with the formula (6) acts as a unique bi-side local unit
element E' in the subset {V, V2, . VL. .}, and the value E' can be computed
as some power of V.

Thus, the element E; defined by the vector V = (a,b,c¢) acts on vectors
V,V2,...,V as alocal bi-side unit for an arbitrary integer i > 1.

Example. The last fact can be illustrated by the following computations using
the values
p = 991615146597818046071879, n = 3176589117, 7 =1, A = 8766554, and

N = (a,b,c) = (8654389874321123,35172879913271, 185758463523115).

Computation of the value E’ as E' = N?°~! and using formula (6) from State-
ment 2 gives the same result

E =
(73697875749428423568471, 450511442110889243261952,
501366196117758720690571).

Finding the right-side zero-divisors for the vector V' = (a,b,c) is connected
with consideration of the vector equation

(ae + bi+ cj) o (ze + yi+ zj) = (0,0,0)
that can be reduced to the following system of equations:

(ux 4+ 7Yy + A2)a =0,
(pz + Ty + A2)b =0, (7)
(px + 71y + A2)c = 0.

Solution of system (7) defines the following set of the right-side zero-divisors

D, =(z, y, 2) = (x, Y, AN (—px — Ty)) , (8)
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where x and y take on all values in GF(p). Every value D, from set (8) represents a

global right-side zero-divisor acting on all 3-dimensional vectors of the considered

FNAA. Formula (8) describes the vectors to which no left-side unit corresponds.

Below it is shown that formula (8) describes square roots of zero vector (0, 0,0).
The vector equation

(ze + yi+ zj) o (ae + bi+ ¢j) = (0,0,0)

that defines the left-side zero-divisor can be reduced to the following system of
three linear equations:

(pa + b+ o)z
(pa + b+ Aoy
(ua+ b+ )z

0,
0, (9)
0.

Solving system (9) one gets the following statement.

Proposition 4. To every vector V = (a,b,c) such that pa + 7b 4+ Ac # 0, there
corresponds no left-side zero-divisor, except (0,0,0). Every vector of the considered
FNAA acts on vectors V' = (a/, V', ), such that pa’ + 70" + A’ =0, as a left-side
zero-divisor.

Consideration of the vector equation
Do D =(0,0,0),
where D = (z,y, z) is unknown, leads to solving the system

(px 4+ Ty + A2)z =0,
(nr + 7y + Az)y = 0,
(nx 4+ 7y + A2)z = 0,

that defines the following set of square roots of the zero vector (0,0, 0) :

D= (QT, Yy, — )\_I(N$+Ty))7

where x and y take on all values in GF(p). Thus, vectors V = (a/, V', ¢'), coordinates
of which satisfy condition pa’ + 76" + A¢’ = 0, are square roots of zero.

Taking into account Proposition 4 and finiteness of the considered vector space
it is easy to see that the vector V| such that pa + 7b 4+ Ac # 0, generates periodic
sequence V,V2,..., V'’ where i = 1,2,3,..., and for some value i = w we have
V¥ = E', where E' = Ej is the local bi-side unit determined by coordinates of the
vector V in accordance with the formula (6) from Proposition 2.

Like in the case of FNAA of two-dimensional vectors, non-commutative as-
sociative multiplication of the 3-dimensional vectors can be defined alternatively
with Table 3 that represents transposition of the Table 1. It is easy to see that
Table 3 defines the FNAA having the properties very close to the properties of the
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considered FNAA of 3-dimensional vectors. Indeed, suppose V and W to be arbi-
trary 3-dimensional vectors and o and x to be the vector multiplication operations
defined with Table 1 and Table 3 respectively. Then

VoW=WxV.
The proof of this fact consists in straightforward using of the definition of the

multiplication operation and the indicated two BVMTs.

Table 3: Alternative BVMT defining associative multiplication in the finite vector
space of the dimension m = 3

o ‘ e i j
e | pe piopj
i|7e 71 Tj
jlxe AN

4. Particular variants of 3-dimensional FINA As

Except Tables 1 and 3, other particular BVMTs defining 3-dimension FNAAs
are possible, which can be attributed to the type of unbalanced BVMTs. If the
BVMT is such that while multiplying two input vectors the e-coordinate does not
influence the i- and j-coordinates of the output vector, then the BVMT is called e-
unbalanced. Similar definitions can be formulated for i- and j-unbalanced BVMTs.
In such sense the BVMTs presented by Table 1 and 3 can be called balanced. Four
different unbalanced BVMTs and formulas for describing local unit elements (left-
side Ej, right-side E,, and bi-side E’ ones) for the vector V' = (a, b, ¢) relating to
the FNAAs defined with these BVMTs, are presented bellow.

Table 4: The j-unbalanced BVMT

o ‘ e i ]
e |pue pi O
i|7e 71 O
iluwi om0

Case of Table 4. The set of the left-side local unit elements of the vector
V = (a,b,¢) such that 7 # 0 and pa + 7b # 0, is described as follows:

1—ph
El<ha K ; < )a
T pa + b
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where h =0,1,...,p— 1.
The set of the right-side local units of the vector V is described as follows

(where h =0,1,...,p—1):

a b
E, = , Jh.
<ua—|—7b pua +7b >

For the vector V' there exists only one local bi-side unit:

, a b c
C\pa+7b pa+71b" pa+7b)°

Table 5: The e-unbalanced BVMT

) ‘ e i j
e 0 0 0
i | pe piooTi
ilre w7

Case of Table 5. The set of the left-side local units corresponding to the vector
V = (a,b,c) such that ub+ 7¢ # 0, is described by the following formula (where

h=0,1,...,p—1):
[ AL
ub+71c” ub+ Tc
The set of the right-side local units of the vector V is described by the following
formula (h =0,1,...,p—1):

B, = <“,h,1“h>.
ub+ Tc T T

The single local bi-side unit of the vector V is

o a b c
 \pb+1¢ pb+1¢ ph+7¢ )

Table 6: The i-unbalanced BVMT
J

e e (D o

i

i
0 O
i e

— o 0|e
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Case of Table 6. The set of the left-side local units corresponding to the vector
V = (a,b,¢) such that a + b # 0, is described by the following formula (where
h=0,1,...,p—1):
E, = (1,h,0).

There exists only one local right-side unit E, corresponding to the vector V =
(a,b, c), which is equal to the local bi-side unit E’:

E, =E = <1,b,o>.
a+b

Table 7: Alternative i-unbalanced BVMT

o ‘ e i j

e | pe ui Te
i | pd 0 Ti
ilworio

Case of Table 7. The set of the right-side local units of the vector V = (a, b, ¢),
where 7 # 0 and pa + 7¢ # 0, is described as follows (where h =0,1,...,p —1):

1
E = <h,o,—“h).
T T

There exists only one local left-side unit £ for the vector V', which is equal to
the local bi-side unit E’:

E,=F=—2—0—°
! pa+7e’ T pa+Te)

We note that Tables 1 and 3 define some new unbalanced BMVTs, when one
of structural coefficients is equal to zero. For FNAAs defined with every one of
the considered unbalanced BVMTs (see Tables 4 to 7) Proposition 1 is not valid.
However Proposition 1 is valid for FNA As defined by unbalanced BVMTs obtained
by taking one structural coefficient equal to zero in Tables 1 and 3.

5. Discussion and potential application

One of the interesting properties of the investigated FNAAs is mutual associa-
tivity of all modifications of the parameterized non-commutative multiplication
operation.

In the literature, parameterized commutative multiplication operation for the
cases m = 2 and m = 3 [5] does not possess such property. Like in BVMTs used
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in [4] for defining 2-dimensional FNAAs, each of Tables 1 and 3 represents m
repetitions of the sequence of m basis vectors which are written as strings or as
columns of the table. Every cell of the given column in Table 1 and every cell of
the given row in Table 3 contains the same structural coefficient. In general case
coefficients relating to different columns in Table 1 and different rows in Table 3
are different.

It is easy to check that BVMT with such structure defines associative non-
commutative multiplication in finite vector space having arbitrary dimension m.
We have preliminary considered the properties of the FNAA of the vectors having
dimensions m = 4,5, 6. Properties of such FNAAs resemble the results described
in Sections 2 and 3, including mutual associativity of the modifications of the
multiplication operation parameterized with different sets of structural coefficients.
Detailed consideration of the cases m > 3 represents interest for independent
research. One can expect that for m > 3 there are significantly more variants of
different BVMT defining associative non-commutative multiplication operation.
An example relating to the case m = 4 is presented in [2], though the modifications
of the parameterized multiplication operation of that example are not mutually
associative.

The FNAA considered in [2] represents a finite non-commutative ring with
(global) bi-side unit. One can expect that in the cases m > 4, when designing
different types of BVMTs, it is possible to construct FNAAs having qualitatively
different properties.

During execution of the described research we have performed many different
computational experiments to check practically the results of analytic considera-
tion. Only results of computing local bi-side unit elements as an integer power of
the corresponding vectors have been presented in the paper, since such computa-
tional experiment is more interesting due to its indirect connection with the results
of analytic consideration of the systems of linear equations defining properties of
the multiplication operation.

In the case of FNAA defined with balanced BVMT described by Table 1 one
can remark the following. If some vector V' = (a,b,c) satisfies the condition
pa+T7b-+ e # 0, then for arbitrary integer i the vector V* can not act as the right
zero-divisor relatively all 3-dimensional vectors, except (0,0, 0).

Indeed, assumption DoV? = (0,0, 0) leads to contradiction with Proposition 4.
Therefore the sequence V, V2 ...V ... does not contain the vector (0,0,0) and
is periodic. The last leads to conclusion that such sequence contains local bi-side
unit element E’ corresponding to V, i.e., for some integer w we have V¥ = FE’.
Thus, the subset {V,V?2,...V*} of 3-dimensional vectors represents a cyclic finite
group contained in the FNAA.

Mutual associativity of the multiplication modifications represent interest as
cryptographic primitive for designing secret key cryptoschemes in which operations
are used as key elements.

Regarding the public-key cryptoschemes it is interesting to consider designs
based on computational complexity of the hidden conjugacy search problem (that
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can be called alternatively the discrete logarithm problem in a hidden cyclic sub-
group) in FNAAs of 3-dimensional vectors.

Suppose W to be some vector generating commutative finite multiplicative
group having sufficiently large order w, in which the bi-side local unit element E”
connected with W is the unit of such group.

One can define the following homomorphism ¢y over the subset of elements
{Vg~} of the FNAA which are described as follows Vg =V o E”| where V takes
on all values in the FNAA.

Like standard automorphisms ¢y of some finite non-commutative ring, which
are described by formula (V) = U=t oV oU, where U is an invertible element of
the ring and V' takes on all values in the ring, one can define the homomorphism
pw,t as follows:

owt (Vien) = WY " o Vg o W
To construct public-key cryptoschemes, like that described in [2, 3], one can
select some vector G generating a cyclic group (that is a subset of elements of the
FNAA) having sufficiently large order g, which satisfies the condition G o W #
W o G and use the formula

Y =W“"1o (Go E”)x o W,

where Y is public key and the pair of numbers (¢, z) is private key (the integers
t <w and x < w are to be selected at random).

Suppose Y4 and Yp are public keys of the users A and B respectively. Then
they are able to generate a common secret key

Zap =W "o (Yp)™ o W' = W18 o (Ya)™ o W's,

where (ta,24) and (tp,xp) are private keys of the users A and B respectively.

It should be noted that the used balanced BVMTs for defining 3-dimensional
FNAAs are particular cases of the BVMTs for defining m-dimensional FNAAs,
which are presented as Tables 8 and 9, where u; € GF(p), (i = 1,2,...,m) are
structural coefficients.

Proposition 5. The multiplication of the m-dimensional vectors
V= (v1,v2,...,0i,...,0m) =v1€1 + v2€2 + ... +v;€ + ... + vpep

for an arbitrary integer m > 2, defined by Tables 8 and 9, is an associative opera-
tion.

Table 8: The BVMT for defining m-dimensional FNAA

] ‘ €1 (D) ce €m
€1 Hi€el H2€1 ceo MUme€1
€2 H1€2 H2€2 <o Hme2

€m Hi1€m H2€m N Hm€m
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Table 9: Alternative BVMT for defining m-dimensional FNAA

o ‘ e €2 . en
€1 Hi€ex Hi€2 s 1€,
€2 Ha2€1 H2€2 cee o H2€y,
€m Hme1 Hm€2 oo Hm€em

To prove the last statement it is sufficient to show that for arbitrary ordered
set of three basis vectors e;, e; and e;, the following formula holds:

(e;oej)oe, =e;0(ejoey).
In the case of Table 8 we have
(e;oej)oey = (uje;) oey = pjpre;
j j j

and
e; o (ej ] ek) =e€; 0 (M/cej) = i k€5

In the case of Table 9 we have
(€0 ej) cep = (,Uiej) O €r = [illj€

and
e;o(ejoer) =e;0(uer) = pip;es.

5. Conclusion

In the present paper, the 3-dimensional FNA As are introduced. The used BVMTs
define the parameterized non-commutative multiplication operation in finite space
of 3-dimensional vectors. They have sufficiently simple structure and represent
particular cases of two general-type BVMTs (see Tables 8 and 9) that can be used
for defining FNAAs of arbitrary dimension m > 2.

An interesting feature of the considered FNAAs is existence of different sets
of elements that act (on some other sets of elements) as the single-side unit el-
ements. Except the elements that are square roots of zero, to every element W
of the FNAAs corresponds one two-side unit Ejj,. Usually, to different elements
correspond different two-side units and therefore the lasts are called local.

For the given local unit Ejj, over the subset {V o Ejj,} a homomorphism can
be defined and used for constructing public-key cryptoschemes based on computa-
tional difficulty of the discrete logarithm problem in a hidden cyclic group of the
FNAAs.

Future research in the context of the concerned topic is connected with study
of the m-dimensional FNAAs for the cases m > 4, which are defined by Tables 8
and 9. It is also interesting to consider other variants of BVMTs for defining
3-dimensional FNAAs and to investigate the properties of the lasts.
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