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A unified method for setting finite
non-commutative associative algebras

and their properties
Dmitriy Moldovyan

Abstract. A unified method for defining a class of the finite non-commutative associative
algebras of different even dimensions m > 6 is proposed to extend the set of potential algebraic
supports of the public-key cryptographic algorithms and protocols based on the hidden discrete
logarithm problem. The introduced method sets the algebras containing a large set of the global
left-sided units. A particular version of the method defines the algebras with parametrizable
multiplication operation all modification of which are mutually associative. The cases m = 6
and m = 10 are detaily considered.

1. Introduction

One of the current challenges in the area of theoretic and applied cryptography rep-
resents developing the public-key cryptographic algorithms and protocols that run
efficiently on classical computers but will resist quantum attacks [1, 2], i. e., attacks
performed with using hypothetical quantum computers that can be used to solve
the factorization problem (FP) and the discrete logarithm problem (DLP) in poly-
nomial time [15]. Development of the post-quantum public-key cryptoschemes is
connected with looking for difficult computational problems that are different from
the FP and DLP and can be used as primitives of the public-key cryptoschemes.

Much attention of the researchers has gained the conjugacy search problem
(CSP) in braid groups representing a particular type of non-commutative groups [3,
6]. On the base of the computational difficulty of that problem a number of the
public-key cryptoschemes have been designed [4, 16]. Another promising approach
to the development of the post-quantum digital signature schemes [8, 9] and pub-
lic key-agreement protocols is connected with exploiting so called hidden DLP
(HDLP). For the first time the HDLP was proposed in the form of combining the
DLP with the CSP as follows [11, 12]:

Y =GYoQ oG, (1)
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where the known values Y (the public key), G, and @ are elements of some fi-
nite non-commutative group I'; the unknown natural numbers w and z represent
the private key. The public key-agreement scheme, the public encryption and
commutative encryption algorithms have been introduced in [11, 12] using the
multiplicative group of the finite algebra of quaternions, defined over the ground
field CF(p), as the group I'. Detailed investigation [5] of the security of that cryp-
toschemes have revealed possibility of the polynomial reduction of the HDLP to
the LP in the field CF(p?). That result had shown fundamental difficulties for
development of the post-quantum public-key cryptoschemes on the base of the
HDLP defined in the form (1) when using the finite algebra of quaternions as
the algebraic support of the HDLP. Therefore, the further research of the HDLP
as potential post-quantum cryptographic primitive is connected with looking for
new forms of the HDLP and/or new finite non-commutative associative algebras
(FNAASs) as algebraic supports of the HDLP.

In present paper a unified method for setting a class of the FNAAs of different
even dimensions m > 6 is proposed. The introduced FNAAs possess two fea-
tures that are interesting for cryptographic applications: i) the algebras contain a
large set of the global left-sided units and ii) the algebras can be set so that that
the multiplication operation is parametrizable and arbitrary two modifications of
the multiplication operation are mutually associative. The last property is very
attractive for potential application in the public-key cryptoschemes in which the
modifications of the multiplication operation are used as a part of the private key.
The properties of the 6-dimensional and 10-dimensional FNAAs are investigated
in detail.

2. A method for setting a class of the FNAAs

2.1. Preliminaries

The FNAAs of small dimension m, which contain a large set of the global single-
sided units, are described in [10] (m = 2) and [13] (m = 3). However for developing
public-key cryptosystems based on the HDLP it is preferably to apply the FNAAs
of the dimensions m > 4, which are defined over the field GF(p) with sufficiently
large characteristic p (for example, having the size equal to 256 to 512 bits).

The m-dimensional finite algebra represents the m-dimensional vector space
over the field GF(p), in which the multiplication operation (that is distributive
relatively the addition operation) is additionally defined. The multiplication op-
eration (denoted as o) can be defined with using the representation of arbitrary
vector A = (ag, a1, ...am—1) as the following sum of the single-component vectors
a;e;:

m—1
A= E a;€;,
i=0
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where eg = (1,0,0...,0), e; = (0,1,0...,0), ... e,—1 = (0,0...,0,1) are the
basis vectors; ag, a1,...a,_1 are coordinates of the vector A.

The result of the multiplying two m-dimensional vectors A and B = ZT:Bl bje;
is defined as follows:
m—1 m—1 m—1m—1
AoB= <Z aiei> o Z bie; | = Z a;b; (e;oej), (2)
i=0 j=0 j=0 i=0

where the product of every pair of the basis vectors e; o e; is to be replaced by
some single-component vector pej that is taken from the so called basis vector
multiplication table (BVMT), like Tables 2, 3 (see Section 3), and 4 (Section4).
When performing such replacement, one assumes that the intersection of the ith
row and the jth column defines the value pe, = e; o e;. The value p # 1 is called
structural coefficient. If the BVMT defines the multiplication operation that is
associative and non-commutative, then the algebra is called FNAA. The element
L (the element R) satisfying the vector equation Lo A = A (A = Ao R) for every
element A of the algebra is called the global left-sided (right-sided) unit.

2.2. Proposed unified method for defining FNAAs
of different even dimensions

The paper [7] describes a general method for defining a class of the FNAAs over
the field GF(p), which contain a large class of the single-sided units, for arbitrary
dimensions m > 1. However, using the general properties of such algebras, which
are described in [7], one can show that for arbitrary value of the dimension the
HDLP can be easily reduced to the DLP in the field GF(p). Therefore, in order to
extend the class of potential algebraic supports of the HDLP-based cryptoschemes
one can propose the following unified method for defining the FNAAs over the
ground field GF(p).

The proposed method consists in using the BVMT described by the following
formula for multiplying the basis vectors e; and e; in the m-dimensional vector
space:

e 0e; =ej_g, (3)

where the value j — di is computed modulo m. For arbitrary even value m one can
fined the values d such that the BVMT described by the formula (3) will define
non-commutative associative multiplication operation.

Let us consider three m-dimensional vectors A, B, and C = Y_}" | cyey. Taking
into account the formula (2), for product of the vectors A, B, and C = Y_}" , cxep
one can get the following
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m—1m—-1m-—1

(AoB)oC = a;bjcy (e; 0 €j) o eg;
i=0 j=0 k=0
m—1m—1m-—1

Ao(Bo(C) = a;bjcpe; o (ejoey).
i=0 j=0 k=0

The last formula shows the multiplication operation is associative, if the BVMT
defines associative multiplication of the basis vectors.

For multiplication of three basis vectors e;, e;, and ey, which is performed in
accordance with the formula (3), one can write

(ejoej)oe, =ej_g;0€y =€, _gitaz;

€; o (ej © ek) =€;0€r_¢gj = €kx—dj—di-

Thus, the formula (3) defines associative multiplication of the basis vectors, if the
condition
d> = —d mod m. (4)

holds true.

For all values m > 2 the value d = —1 mod m satisfies the condition (4)
and defines associative multiplication, however in this case we have commutative
multiplication. Non-commutative associative multiplication operation can be ob-
tained for even values of the dimension m > 6, for example, when m = 6,10, 12, 14.
Table 1 shows the values of the parameter d at which we have the m-dimensional
FNAAs.

Table 1

Suitable values d for different dimensions m

m 6 10 12 14 18 20 30 40 62
d 2,314,513, 8[6;7|8 9]|4; 15| 5;24]|6; 35| 30; 31

It is easy to show that for the values m = 2¢q, where ¢ is a prime, we have the
following two values of the parameter d: d; = ¢ and ds = ¢ — 1 (note that in this
case we have ¢> = ¢ = —¢ mod m and (¢ — 1) =1 — ¢ mod m).

The formula (3) generates the BVMTs that are free from structural coefficients,
but one can experimentally find different distributions of the inserted structural
coefficients, which retain the property of the associativity of the multiplication
operation. After such modification of the source BVMT constructed for the case
m = 6 and d = 2 one obtains the BVMT defining the 6-dimensional FNAA (that
contains p? global left-sided units) used as algebraic support of the post-quantum
signature scheme in [14].
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For the case of even values of the parameter d one can propose the following
version of the proposed unified method, which is described by the following formula
for defining the BVMTs containing the structural coefficients A and € :

Aej_g;, if i = 0 mod 2
e, o0e; =
L €ej_qi, if 1 =1mod 2,

(5)

Proposition 2.1. The formula (5) defines the m-dimensional FNAAs, if m and
d are even natural numbers and the condition (4) holds true.

Thus, the version of the considered unified method described with the formula
(5) introduces a set of the FNAAs corresponding to the same distribution of the
basis vectors in the BVMT and different pairs of the values of structural coeffi-
cients A and €. One can call such set of FNAAs the algebra with parametrizable
multiplication operation. Concrete version of the multiplication operation is set
by selecting two fixed values the structural coefficients A and e. In the considered
case of the FNAA with parametrizable multiplication operation we have the fol-
lowing interesting property that can be called mutual associativity of arbitrary
two modifications of the multiplication operation (earlier the mutual associativity
of different modifications of the multiplication operation in FNAAs was considered
in [7]).

Proposition 2.2. Suppose m and d are even natural numbers and the condi-
tion (4) holds true. Then the formula (5) defines the m-dimensional FNAA with
parametrizable multiplication operation and with mutual associativity of all possible
pairs of the modifications o and x of the multiplication operation.

Proof. Suppose the structural coefficients A and € define the o-version of the
multiplication operation and the structural coefficients A\’ and ¢ define the -
version of the multiplication operation. One should consider the influence of the
pairs of structural coefficients (A, ¢) and (N, €’) in the following two products: i)
(eioe;) e, and ii) e; o (ej xex). In each of these two cases the oddness of the
value k does not influences the result in the indicated two cases. Therefore, one
should consider the following four cases.
1. The values i and j are even:
(ei (¢} ej) * € = )\ej_di *x € = )\)\'ek_d(j_di) = )\)\/ek_dj_,_dzi = /\)\'ek_dj_di;
€; o (ej * ek) =e€; 0 Xek_dj = /\’/\ek_dj_d,».
2. The value i is even and the value j is odd:
(ej0€j) ke = Aej g * e = € Xeg_gjra2i = € Nep_dj—as;
e; o (ej * ek) =e€;0 E/Gk_dj = )\e’ek_dj_di.
3. The value i is odd and the value j is even:
(e;0€j) xe, = eej_g; xep = Neeg_girazi = N e€r_gj—qi;

/ /
€e; o (ej * ek) =e; 0\ €r—dj = €A €k—dj—di-
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4. The values ¢ and j are odd:

/ ’ .
(ej0ej) xey = €ej_g; x e = €€ ,_gj 125 = €€ €x_dj—di

/ /
€ o(ejxey) =e€;0€e,_g =€ €ep_gi—_di-

Thus, in all cases we have (e; o ;) xe, = e; o (e; * ;). The Proposition 2.2 is
proved. O

Note that the Proposition 2.1 is direct corollary from the Proposition 2.2. Using
the formula (5) one can define FNAAs with parametrizable multiplication opera-
tion, which have different dimensions. Table 1 provides the following examples: i)
m=6,d=2;i) m=10,d=4;ili) m=12,d=38; ... iv) m = 62, d = 30.

For the case of odd values of the parameter d in the formula (3) one can propose
the following version of the considered uniform method which is described by the
following formula:

€j_qg;i, if i =0 mod 2
e oe; =1 €_g;, ifi=1mod2 and j=0mod 2 (6)
Aej_gi, if i=1mod2 and j=1mod?2,

The reader can easily prove the following proposition.

Proposition 2.3. Suppose m is an even integer, d is an odd integer, and the
condition (4) holds true. Then the formula (6) defines the m-dimensional FNAAs.

Considering the fixed even value m and fixed odd value d we have many FNAAs
relating to different values of the structural coefficient A, which can be united by
the notion of FNAA with the parametrizable multiplication operation. However,
in such algebras different modifications of the multiplication operation are not
mutually associative in general case.

3. The case of 6-dimensional FNAAs

3.1. The algebra with mutually associative modifications
of the multiplication operation

In the case m = 6, d = 2, and A = 1 we have the BVMT shown as Table 2. Due to
the Proposition 2.2 this FNAA is an algebra is with parametrizable multiplication
operation all modifications of which are mutually associative. The 6-dimensional
FNAA defined with this table contains the set of p® global left-sided units L =
(lo, l1,12,13,14,15) described with the following formula [14]:

L= (h, kot (1 —h)e !, —ek, —te_l) ,

where h,k,t =0,1,...p — 1. Evidently, the considered 6-dimensional FNAA con-
tains no global right-sided unit. To find the formula describing local right-sided
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units one should consider solution of the vector equation A o X = A, where
A = (ag,a1,as2,as,a4,as5) is a fixed vector. The last equation can be reduced
to the following two independent systems each of which contains three unknowns:

(ap + €a3) o + (ea1 + ag) xa + (ag + €as) x4 = ao;
(az + eas) xg + (ag + €as) xo + (€ar + aq) x4 = ag;
(ear + aq) o + (az + €as) xo + (ap + €as) x4 = ag;
(ap + €ag) 1 + (€ar + aq) T3 + (az + €as) x5 = ay;
(ag + €as) 1 + (ag + €as) x3 + (€a1 + aq) x5 = as;
(ear + aq) 1 + (a2 + €as) x3 + (ap + €as) x5 = as.

Table 2
The BVMT defining the FNAA  containing p? global left-sided units [14]

o €y e (D) €3 €4 €5
€ | €o €1 €2 €3 €4 €5
€] €€y €€y €€ €e €€ €es
€2 | €2 €3 €4 €5 €0 €
€3 €€ €eq €€9 €eg €ey €€y
€4 | €4 €5 €0 €1 €2 €3
€5 €€ €es €€y €€y €€q €€l

The main determinant of each of the last two systems is equal to A 4:

Ap = (ag + €as)® + (ear + aq)” + (az + eas)® — 3 (ag + €as) (az + €as) (ear + aq)

If Ay # 0, then there exists unique local right-sided unit corresponding to the
vector A.

3.2. The algebra with p* global left-sided units

In the case m = 6 and d = 3 the formula (6) defines the BVMT in the form of
Table 3. The left-sided units can be found from the vector equation X c A = A
that reduces to the following system with six unknowns xg, 1, 2, 3, 4, and xs:

xo + x2 + x4) ag + A (x1 + 23 + 25) az = ao;

( )
(1 4 23+ x5) ag + (o + 2 + 24) az = as;
(wo + x2 + 24) a1 + (1 + 23 + T5) a4 = ay;
Az + a3+ x5) a1 + (o + 22 + x4) ag = ay;
(

(

xo+x2+x4)a2—|—/\(x1+x3+x5)a5:ag;

x1+x3+x5)a2+(3}0+x2+x4)a5:a5.



300 D. N. Moldovyan

Performing the variable substitution u; = xg + x2 + 24 and uy = x1 + x3 + x5 one
can easily find the following solution that is independent of the value A: (u1,us) =
(1,0). The solution in terms of the variables u; and uy defines p? solutions in terms
of the variables xg, 1, T2, T3, T4, and z5. Every of the last solutions define a unique
global left-sided unit. The set of all global left-sided units is described as follows
(where h,k,t,z=10,1,...p—1):

L= (10,11,127l3,l47l5) = (h7k,t,2,1 — h—t, —k — Z)

The formula describing local right-sided units can be derived from the vector
equation AoX = A that can be reduced to the following three independent systems
of two linear equations every one of which contains two unknowns:

(ap + ag + aq) o + A (a1 + a3 + as) 3 = ao;
(a1 + a3 + as) xo + (ap + a2 + as) r3 = as;
(agp + a2 + a4) 1 + (a1 + a3z + a5) v4 = aq;
)\(al—i—ag+a5)m1+(a0+a2+a4)x4:a4;

(ap + a2 + as) w2 + A (a1 + a3 + as) x5 = ay;
(a1 + a3 + as) x2 + (ap + a2 + as) r5 = as;

Table 3
The BVMT of the 6-dimensional FNAA containing p* global left-sided units

9 €p (31 €2 €3 €y €5
€p €o €] €9 €3 €y €5
e (SV} )\65 €p /\61 €2 )\63
€2 €9 €3 €y €5 €o (S3]
€3 €p )\el (D) )\63 (SY} )\65
ey €y €5 €p €] €9 €3
€5 €9 /\e3 (7} /\85 €o )\el

The main determinant of each of the last three systems is equal to A 4:

AAZ(a0+a2+a4)2—)\(a1+a3+a5)2.

If A4 # 0, then there exists unique local right-sided unit corresponding to the
vector A.
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4. The 10-dimensional FNAA

In the case m =10, d = 4, A # 1, and € = 1 the formula (5) defines the BVMT in
the form of Table 4. The left-sided units can be found from the vector equation
X o A = A that reduces to the following system with ten unknowns xg,z1,...xo:

XoA=A. (7)
Using Table 3 one can represent (7) in the form of the following system of 10 linear
equations with coordinates of the left operand xq, z1, ..., g as the unknown values:

Azoao + 104 + Ax2a8 + 302 + ATa06 + T5a0 + ATeas + T7as + ATsaz + Toas = ao;

Azoar + x1as + Ax2a9 + x303 + Axsaa7 + x501 + A\T6a5 + T709 + ATsaz + xoar = aq;
Azoaz + x1a6 + Ar2a0 + 304 + ATaas + T5a0 + ATeas + T7a0 + ATgas + xoas = as;
Azoas + xiar + Ax2a1 + r3a5 + Araag + Tsa0 + Axear + T7a1 + Axgas + roag = as;
Azoaq + x1a8 + Ax2a2 + T306 + ATaa0 + T5a0 + ATeas + T7a2 + Argas + Toao = a4;
Axoas + r1a9 + Ar2a3 + x3a7 + Axsa1 + Tsao + Axeag + Tras + Arsar + r9ar = as;
AToas + T1a0 + AT2a4 + T3a8 + AT4a2 + Tsa0 + ATeao + Tras + Axgas + r9as = as;
Azoar + x1a1 + Ax2as5 + T3a9 + Araaz + Tsa0 + ATea1 + Tras + Arsag + Toasz = ar;

Azoas + T1a2 + AT2a6 + T3a0 + AT4a4 + Tsa0 + ATeaz + Tras + Argao + Toas = as;

Azoag + x1a3 + Ax2a7 + x3a1 + Axsaas + x5a0 + Axeaz + xrar + Axgar + x9as = ag.

(8)
The system (8) can be rewritten in the form of two systems each of which contains
five linear equations with 10 unknowns:

(Azo 4+ 5) ao + (3 + Axs) a2 + (1 + Axze) as + (Axa + x9) as + (Ax2 + x7) as = ao;
(Azo + x5) az + (z3 + Axs) aa + (z1 + Awe) as + (Aza + x9) as + (Aw2 + 27) a0 = az;
(Azo + x5) as + (z3 + Azs) ag + (x1 + Aze) as + (Axa + z9) a0 + (Ax2 + z7) a2 = ay;
(Azo + 5) as + (w3 + Axs) as + (x1 + Azs) ao + (Az4 + x9) az + (Ax2 + 7) a4 = as;
(Azo + 5) as + (z3 + Axs) ao + (w1 + Aws) a2 + (Axa + x9) asa + (Aw2 + x7) as = as;

(Azo + x5) a1 + (3 + Axs) az + (w1 + Awe) a5 + (Axa + x9) a7 + (Az2 + 27) ag
(Azo 4+ z5) az + (x3 + Axs) as + (w1 + Aze) a7 + (Axa + x9) ag + (Az2 + 27) a1
(Azo + 5) as + (w3 4+ Axs) ar + (x1 + Aze) a9 + (w4 + x9) a1 + (A2 + 27) a3 = as;
(Azo 4+ 5) a7 + (z3 + Axs) ag + (w1 + Aws) a1 + (A\xa + x9) az + (Aw2 + x7) as
( Yag + (z3 + Azs) a1 + (z1 + Awe) as + (Axa + x9) as + (A\x2 + z7) ar

= ag.
(10)
Performing the variable substitution
up = Axo+xs5; up = r3+Ars; Us = T1+ATe; Uz = Argt+Te; ug = Axo+axr (11)
in the systems (9) and (10) one can easily see that the solution

U():l; ’11,1:0; UQZO;USZO;U4:0 (12)
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satisfies simultaneously the systems (9) and (10) for all elements A of the con-
sidered FNAA. Besides, if the vector A is such that the main determinant of the
system (9) A’, satisfies condition A’y # 0 or the main determinant of the sys-
tem (10) A, satisfies condition A’ # 0, then the indicated solution is unique

relatively the unknowns ug, w1, ue, us, and wug.

For very small portion of the vectors A, coordinates of which satisfy the both
conditions A’y = 0 and A”) = 0, many other solutions exists. However, such
“marginal” vectors are to be not involved in the computations in frame of the
potential public-key cryptoschemes based on the considered FNAA. The additional
solutions define the local left-sided units acting only in frame of the subset of the
“marginal” vectors. One can easily derive the formula describing the local left-
sided units, but we will describe only the set of global left-sided units (that act as
the left-sided units on every 10-dimensional vector).

Taking into account the formulas (11) and the solutions (12) one can get the
formula describing all p° global left-sided units L = (lg, l1, 12,13, 14,15, l6, 7,13, o) :

L = (zg, —Axg, x2, —ATs, T4, 1 — AZ0, Tg, —AT2, T, —AT4), (13)
where xg, T2, 4,6, 28 =0,1,...,p— 1.

Table 4
Defining the 10-dimensional FNAA containing p® global left-sided units

o €p €] €9 €3 €y €5 €g er (573 €9
(S1h) )\eo /\e1 )\62 /\83 )\84 /\65 )\eﬁ /\e7 )\es /\eg
€1 €6 er €s €9 €0 €1 €2 €3 €4 €5

e | dex deg des des deg der deg Aeg dey e
€3 eg €9 €p €] €9 (S €y €5 €g (Srd
(Y} )\64 )\65 )\eg )\67 )\eg /\eg )\eo )\el )\eg )\eg
€5 €p €] €9 €3 ey €5 €g ey esg €9
€g )\66 /\e7 )\eg Aeg )\eo /\e1 )\eg Ae3 )\84 Ae5
er €2 (S €y €5 €g er eg €9 € (S5
egs | deg deg ey dep ey des ey ey e ey
€9 €y €5 €6 er eg €9 €o (31 €9 €3

Consideration of the right-sided units is connected with solving the vector
equation

Using Table 3 one can represent (14) in the form of the following system of 10 linear
equations with coordinates of the right operand zg,x1,...,29 as the unknown
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values:

AaoTo + a1x4 + Aa2xg + azT2 + AasTs + asro + AaeTs + arxs + Aasra + agxTs = ao;
AaoT1 + a1%5 + Aa2®y + azx3 + Aaaxr + asr1 + AaeTs + arry + Aasrs + agrr = ai;
Aapx2 + a1x7 + Aa2xo + azrs + AaaTs + asT2 + AaeTe + arTo + AasTa + agTs = az;
Aapxs + a1xs + Aazx1 + azxs + Aaaro + asrs + AaeT7 + arr1 + AasTs + agTo = as;
AapZa + a1T9 + Aa2x2 + aszxe + Aaaxo + asxa + Aasxs + arra + Aagxe + agro = aa;
AaoTs + a1xo + Aa2xs + azxr + Aaaz1 + asTs + AaeTo + arxrs + Aasxr + agxr1 = as;
AaoTe + a171 + Aa2xs + azxs + Aasax2 + asre + AasTo + arra + Aasxs + agr2 = ae;
Aaox7 + a1x2 + Aa2xs + azTo + Aasxs + asxrr + AasT1 + arxs + Aasry + agxs = ar;

Aaoxs + a1x3 + Aasxe + a3To + Aaaxa + asxrs + AasT2 + arxe + Aagro + agxTs = as;

AaoTy + a1z4 + Aa2x7 + azr1 + AaaTs + asxg + Aaers + arx7 + Aagxi + agTs = ao.
(15)
If the main determinant of the system (15) A4 # 0, then there exists unique
solution X = R4 which depends on the vector A, i. e., Ry is the local right-sided
unit element.

5. Common properties of the 6-dimensional
and 10-dimensional FNAAs

Sections 3 and 4 describe the 6-dimensional and 10-dimensional FNAAs defined
applying the proposed unified method for setting FNAAs. It is shown that the
considered algebras contain a large set of global left-sided units. One can ex-
pect that for all even values of the dimension m > 6 the proposed method will
define the FNAAs, containing a large set of the global left-sided units. In this
section we present some common properties of the described 6-dimensional and
10-dimensional FNAAs. One can suppose that the introduced propositions are
valid for other values of the dimension of the FNAAs defined using the both ver-
sions (see the Propositions 2.1 and 2.2) of the proposed unified method.

Proposition 5.1. If the vector A satisfies condition Ay # 0, then AoL; # AolLj,
for arbitrary two global left-sided units L; and L; # L;.

Proof. Suppose AoL; = AoL;. Then Ao(L; — L;) = O. Since A 4 # 0, the equation
AoX = O has unique solution X = O. Therefore, we have L;—L; =0 = L; = L;.
The obtained contradiction proves the Proposition 5.1. O

Proposition 5.2. If the vector equation X o A = B has solution X = S, then
different values X; = S o L;, where L; takes on all values from the set of global
left-sided units, also are solutions of the given equation.

Proof. (SoL;)oA=So(L;0A)=S0A= B. The Proposition 5.2 is proved. [
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Proposition 5.3. If Ao B = L, where L is a global left-sided unit, then the
equality A* o B* = L holds true for arbitrary natural value 1.

Proof. A’oB* = Ai_lo(L ) Bi_l) = A" 1oB"" 1 = A"20B"2=... = AoB = L.
The Proposition 5.3 is proved. O

Proposition 5.4. If Ao B = L, where L is a global left-sided unit, then the map
defined by the formula ¢¥(X) = B o X o A, where the vector X takes on all values
in the considered algebra, represents a homomorphism.

Proof. Suppose X7 and X5 are arbitrary two vectors. Then we have

P (X10X)=Bo(Xj0X3)oA=Bo(Xj0LoXs)oA=
(BoXj0A)o(BoXy0A)=19(X1)o¢(X2);

Y(X1+Xs)=Bo(X1+X5)oA=(BoXj0A)+(BoXy0A) =

Y (X1) +9(Xa).
The Proposition 5.4 is proved. 0
Proposition 5.5. The homomorphism-map operation »(X) = Bo X o A, where

Ao B =L, and the exponentiation operation X' are mutually commutative, i. e.,
the equality Bo X'o A= (Bo X oA)" holds true.

Proof. Due to Proposition 5.4 we have V(X)) = (P(X))', i e, BoXioA =
(Bo X o A)". The Proposition 5.5 is proved. O

Multiplication of the elements of the considered FNAA by any fixed global
left-sided unit L at right represents a homomorphism map that is mutually com-
mutative with the exponentiation operation. This fact is due to the following two
propositions.

Proposition 5.6. Suppose the vector L is an arbitrary global left-sided unit and
the vector X takes on all values in the considered FNAA. Then the map defined
by the formula p(X) = X o L is a homomorphism.

Proof. Suppose X7 and X are arbitrary two 6-dimensional vectors. Then we have
p(X10Xs)=(X10X3)oL=(X10L)o(Xa0L)=¢(X1)o¢(X2);
(p(Xl +X2) = (Xl +X2)OL:X1 OL+X20L:()0(X1)+Q0(X2)

The Proposition 5.6 is proved. O

Proposition 5.7. The homomorphism-map operation ¢(X) = X o L, where L is
a global left sided unit, and the exponentiation operation X° are mutually commu-
tative, i. e., the equality X' o L = (X o L)" holds true.
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Proof. Due to Proposition 5.6 we have p(X%) = (p(X))",i.e., Xio L = (X o L)".
The Proposition 5.7 is proved. O

Every global left sided unit L is connected with different homomorphism map
operations of other type which can be described with the following formula:

P(X)=A'o X o B,

where ¢ > 1 is an arbitrary non-negative integer and the vectors A and B are such
that Ao B = L holds true.

Each of the homomorphism map operations ¥ (X) and ¢(X) is mutually com-
mutative with the exponentiation operation and represents interest for using it
as masking operation at setting new types of the HDLP. The next propositions
show that the local right-sided unit R 4 related the the vector A such that A4 # 0
(the main determinant of the system of linear equation written for computing the
right-sided units) is contained in the set of the global left-sided units, i. e. the
value R, is simultaneously the local two-sided unit of the vector A. Therefore the
vectors A for which we have A4 # 0 are called locally invertible vectors.

Proposition 5.8. Suppose the vector A is such that Ay # 0. Then the sequence
A A% . A ... s periodic and for some positive integer w we have AY = Ry.

Proof. Assumption that the sequence A, A?,..., A%, ... contains the zero vector
0 =(0,0,0,0,0,0) leads to a contradiction. Indeed, due to the condition A4 # 0
we have A # O. If for some natural number j > 1 we have A7 = O, then for some
positive integer k < j the conditions A*~! # O and A¥ = O holds true. Therefore,
Ao AF=1 = 0. Since A4 # 0 and X = O satisfies the equation Ao X = O, the last
equation has unique solution X = O, i. e., A¥~! = O. The obtained contradiction
proves that the considered sequence does not include the zero vector O. Therefore,
due to finiteness of the considered algebra the indicated sequence is periodic. Then
for some minimum ¢ > 1 we have

[A=A'= A" 0A=Ac A"} = By = A,

where E4 is the local two-sided unit connected with the vector A. Evidently, due
to condition Ay # 0 we have AoEq4—AoRj = Ao(Ey — Ra) =0 = Ep—Rj =
O = Ej = Ry. Therefore, for w =t — 1 we have AY = Ry4. O

Proposition 5.9. Suppose the vector A is such that the conditions Ay # 0,
Ay #0, and A"y # 0 holds true. Then the local right-sided unit R4 is contained
in the set of the global left-sided units.

Proof. Due to the Proposition 5.8 we have Ry = E4 and E4 0 A= A,i. e, Ry
acts on the vector A as the left-sided unit, but all left sided units of the vector A
are included in the set of global left-sided units. O
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6. On potential cryptographic application
of the introduced FINAAs

In the case of defining of the HDLP in the 6-dimensional FNAAs containing many
different global left-sided units, which are described in Section 3, the formula (1)
cannot be used because these algebras contains no globally invertible element.
However by analogy with the formula (1) one can use the mutual commutativity
of the homomorphism-map operations 1 and ¢ with the exponentiation operation
(see the Propositions 5.5 and 5.7) as follows.

Suppose the vectors A and B are such that A4 # 0 and Ao B = Ly, where Lg
is a global left-sided unit. Then using some locally invertible vector N satisfying
the conditions Ay # 0 and No A # Ao N one can define computation of the
public key Y by the next formula:

Y:BtoNont:(BtoNoAt)w7 (16)

where the vectors A, B, and N are the known parameters and the positive integers
(t,z) are the unknown values generated at random and used as the private key.

The formula (16) defines a particular form of the HDLP which can be used in
the public key-agreement scheme in frame of which the common secret shared by
some two users is calculated as follows

Z=B"oY/ o A" = B2 oY 0 A2,

where the vectors Y7 and Y5 (the pairs (¢1, 1) and (¢2, 22)) are the public (private)
keys of the first and the second users correspondingly. Thus, this public key-
agreement scheme performs correctly, however estimating its security is currently
an open problem that require individual study.

For the development of the post-quantum public key-agreement schemes one
can propose another form of the HDLP in which the connection between the pub-
lic and private keys is complicated by introducing the additional masking element
of the private key, which represents the unit element L selected at random from
the set of the global left-sided units. The element L is used in the formula for
calculating the public key as the rightmost operand, therefore the value L signifi-
cantly influences the value Y. The proposed form of the HDLP is described by the
following formula for computing the public key:

Y =B'oN"0A"oL=(B'oNoA) oL,

where the integers ¢ and = and the vector L represent three elements of the corre-
sponding private key. One can easily show that the public keys represented in the
last form also provide possibility of the public key-agreement. Investigation of the
security of such modified public key-agreement scheme also is an open problem for
independent study.
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The idea of using the modifications of the multiplication operation as elements
of the private key in the public-key cryptoschemes represents special interest. For
example, such key operations can be used as additional masking operations for set-
ting novel forms of the HDLP in the FNAAs with parametrizable multiplication
operation with mutual associativity of all pairs of the modifications of the multipli-
cation operation. In future research we will pay significant attention to the design
of the public-key cryptoschemes in which the modifications of the multiplication
operation are used as the elements of private key.

7. Conclusion

The proposed unified method for defining FNAAs provides possibility to set a
class of algebras every one of which contains a large set global left sided units.
The method is implemented in two versions that are described by formulas (5)
and (6) relating to even and odd value of the parameter d correspondingly. In
the case of even values d there are set FNAAs with parametrizable multiplication
operation characterized in that all pairs of the modifications of the multiplication
operation are mutually associative. This subclass of algebras is very attractive as
algebraic support of the public-key cryptoschemes in which the modifications of
the multiplication operation are used as elements of the private key. However, the
design of the cryptoschemes of such type is a task of individual research.

In general case the FNAAs containing a large set of the global left-sided units
can be applied as algebraic support of the HDLP-based public-key cryptoschemes
and new forms of the HDLP characterized in using the homomorphism-map oper-
ations of the 1-type and ¢-type as masking operations. Estimation of the security
of the cryptoschemes of the last type to quantum attacks represents an attractive
task of independent work.

Acknowledgments. The author thanks anonymous Referee for valuable remarks.

References
[1] First  NIST  standardization  conference -  April  11-13, 2018.
http://prometheuscrypt.gforge.inria.fr/2018-04- 18.pqc2018.html
[2] Post-Quantum Cryptography, Lecture Notes Computer Sci., 10786 (2018).

[3] I. Anshel, M. Anshel, D. Goldfeld, An algebraic method for public key cryptog-
raphy, Math. Research Letters, 6 (1999), 287 — 291.

[4] P. Hiranvanichakorn, Provably authenticated group key agreement based on braid
groups: The dynamic case, Intern. J. Network Security, 19 (2017), 517 — 527.

[5] A.S. Kuzmin, V.T. Markov, A.A. Mikhalev, A.V. Mikhalev, A.A.
Nechaev, Cryptographic algorithms on groups and algebras, J. Math. Sci., 223
(2017), 629 — 641.



308

D. N. Moldovyan

[6]
(7]

18]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

E. Lee, J.H. Park, Cryptanalysis of the public key encryption based on braid
groups, Lecture Notes Computer Sci., 2656 (2003), 477 — 489.

A.A. Moldovyan, General method for defining finite non-commutative associative
algebras of dimension m>1, Bul. Acad. Sti. Republ. Moldova. Matematica, 2(87)
(2018), 95 — 100.

A.A. Moldovyan, N.A. Moldovyan, Post-quantum signature algorithms based
on the hidden discrete logarithm problem, Computer Sci. J. Moldova, 26 (2018),
301 — 313.

A.A. Moldovyan, N.A. Moldovyan, Finite non-commutative associative alge-
bras as carriers of hidden discrete logarithm problem, Bull. South ural State Univ.,
ser. Math. Modelling, Programming ana Computer Software, 12 (2019), no. 1,
66 — 81.

A.A. Moldovyan, N.A. Moldovyan, V.A. Shcherbacov, Non-commutative
finite associative algebras of 2-dimension vectors, Computer Sci. J. Moldova, 25
(2017), 344 — 356.

D.N. Moldovyan, Non-commutative finite groups as primitive of public-key cryp-
toschemes, Quasigroups and Related Systems, 18 (2010), 165 — 176.

D.N. Moldovyan, N.A. Moldovyan, Cryptoschemes over hidden conjugacy
search problem and attacks using homomorphisms, Quasigroups and Related Sys-
tems. 18 (2010), no. 2, 177 — 186.

D.N. Moldovyan, N.A. Moldovyan, V.A. Shcherbacov, Non-commutative fi-
nite assoctative algebras of 3-dimensional vectors, Quasigroups and Related Systems,
26 (2018), 109 — 120.

N.A. Moldovyan, Finite non-commutative associative algebras for setting the hid-
den discrete logarithm problem and post-quantum cryptoschemes on its base, Bul.
Acad. Sti. Republ. Moldova, Matematica, 1 (2019), 71 — 78.

P.W. Shor, Polynomial-time algorithm for prime factorization and discrete loga-
rithms on quantum computer, SIAM J. Computing, 26 (1997), 1484 — 1509.

G.K. Verma, Probable security proof of a blind signature scheme over braid groups,
Intern. J. Network Security, 12 (2011), no. 2, 118 — 120.

Received January 2, 2019

St. Petersburg Institute for Informatics and Automation of Russian Academy of Sciences
14-th line 39, 199178, St. Petersburg, Russia

E-mail: mdn.spectr@mail.ru



