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Cryptanalysis of some stream ciphers

based on n-ary groupoids

Nadezhda N. Malyutina

Abstract. We research generalized Markovski algorithm based on i-invertible n-groupoids. We
give lower bounds for cryptoattacks named as chosen ciphertext and plaintext attacks. Also we

give modifications of these attacks.

1. Introduction

The use of quasigroups opens new ways in construction of stream and block ciphers
[3, 4]. We continue researches of applications of n-ary groupoids that are invertible
on i-th place in cryptology [2, 5].

Definition 1.1. n-Ary groupoid (Q, f) is called invertible on the i-th place, i €

1,n, if the equation f(ai,...,a;—1,;,aiy1,...,0,) = Gp+1 has a unique solution
for any elements aq,...,a;—1, Git1,-.., Qn,0nt1 € Q.
In this case the operation “"+V) f(ay, ... a; 1,an41,0i41,...,0,) = x; is de-

fined in a unique way and we have:

f(al, RN ¢ 7 (i*”+1)f(a1, ey A—1,0n41, Q4415 - - - ,an),ai_,_l, . ,an) = Ap+1;

(i,n+1)f(a1, .. 'aai—lvf(alv ey A1, Ty Qg 1y e e 7an)7ai+17 oo aan) = Zy.

Algorithm 1.2. Let @ be a non-empty finite alphabet and & be a natural number,

uj,v; € Q, j € {1,...,k}. Define an n-ary groupoid (Q, f) which is invertible on

the i-th place,i € T, n. Then the groupoid (Q, "+ f) is defined in a unique way.
Take the fixed elements lgnfl)(nfl) (I; € Q), which are called leaders.

Let wjus...ux be a k-tuple of letters from Q.
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The following ciphering (encryption) procedure is proposed:

v = f(ll,...,li,17u17li,...,ln,1),

Vg = f(ln, ey ln+i72a U9, ln+i717 e ,lgn,Q),
............... R
Up—1 = f(ln2_3n+3, ey ln2_3n+1+i, Un—1, ln2—3n+2+i> . 7l(n—1)2), (1)
U = f(U1, 0oy Vi1, Upy Uiy o e oy Up—1),
’l)n+1 = f(’l)z, e ,Ui,un+1,1)i+1, e ,’Un),
Therefore we obtain the following ciphertext: vivy ..., Vn—1,Vpn, Unt1,.--

The deciphering algorithm is constructed similarly to the binary case:

Uy = (i7n+1)f(ll, ey li—la”l) lia ey ln—l)a
up = O F L im0, 09, i1y - lan—2),
Up_1 = (i,n+1)f(ln2_3n+3, vz sna14is Un—1, b2 —snaogds - - (2)
l(n,1)2)
Up = (i’nJrl)f('Ul; ey Vi—1,Un, U4,y . .. ;vnfl)a
Un+1 = (i7n+1)f(v2; ey Uiy Ung1, Uity - - - ,’Un),
2.Results

2.1 Ciphertext attacks

S. Markovski, E. Ochodkova and V. Snashel proposed a new stream cipher to
encrypt the file system [3, 4]. M. Vojvoda has given the cryptanalysis of the file
encoding system based on binary quasigroups [6, 7] and showed how to break this
cipher. These attacks are described by M. Vojvoda [7]. See [1] for the case of
n-ary quasigrops.

We studied cryptographic attacks on the cipher using the generalized Markovski
algorithm. In this article we will conduct a comparative analysis, identify positive
and negative points in these attacks. Given examples provide lower bounds of such
attacks.

Consider an attack with text constructed using an m-ary groupoid, which is
invertible on the i-th place obtained using the generalized Markovski algorithm.

Assume the cryptanalyst has access to the decryption device loaded with the
key. He can then construct the following ciphertext, where n is arity and m the
order of an i-invertible groupoid:
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Q1491 --- 41919141 - - - 41429191 - - - q19m
q191 - -- 42419141 - - - 424249141 - - - 424m
q191 - -- 434919141 - - - 43424141 - - - 43Gm

Q141 - --9mq19191 - - - 9mq29191 - - - GmYm - - -

and enter it into the decryption device.

For a complete reconstruction of the table of values of the operation (»"*1 f,
and hence the table of values of the operation f, it is sufficient to submit at the
input: A = (n-m" !+ 1)(m — 1) characters to get all the values or A — 1 =
n-m" t(m—1)+ (m—2) characters, when the last value is found by the exception
method.

We give numerical examples instead of “general case” in order to make the
reading of this paper more convenient . We hope that any qualified student can
be easy to write “general case” using these examples.

Example 2.1. Take the ternary groupoid (Rs, f), Rz = {0, 1,2}, which is defined
over the ring (Rs,+,-) residue classes modulo 3 and which is invertible on first
place.

Ternary operation f on the set R3 is defined as:

f(z1, @2, x3) = ax1 + Pao + yT3 = T4, where

ald=2,al =0,02 =1,
60207ﬁ1: 1,ﬁ2: 1,
0 =2,v1=0,72=0.

Inverse operation for f or (14)-parastrophe is the following operation:
D f(xg, 09, 13) = 21 = a~ (x4 + 2-Bag + 2-yx3), where a7 1(0) = 1, a1(1) = 2,
al(2) =0.
Check.
F(OA) f(2g, 20, 23), 2, 23) = a(a™ (g + 2 - Bro + 2 - ya3)) + Brg + Y3
=x4+2-Pxo+ 2 yr3 + P2 + yX3 = 4.
@D f(f (21, 22, 73), T2, T3) = o~ (awy + B + Y23 + 2+ fra + 2 Y23)
=a Yaz) = 21.
Elements: I = 0,1, = 2,3 = 1,14 = 2 are used as leaders.
We will use Algorithm 1.2. and we can construct the following ciphertext:

41919191919291919391929191929291929391939191 9392919343
429149192919292491939249291929292929293929391929342929343
q3q1
or
000001002010011012020021022
100101102110111112120121122
20
and enter it into the decryption device.
The process of decrypting the text and the results are as follows:
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Table 1: Decrypted text

(5% :(1’4) f(Ul l1 lg) _(1 4) f(ql,l17l2> U29 :(1’4) f<0,2, 1) = 0
_(1 4) f( )
(UQ ) ( 4) f(qlv lg, l4) Uuso :(1’4) f(O, ]., 0) = ].
_(1 4) f(071, )
5 =01 f(ug, v1,02) *(1 Y fla,qi,q1) | usi = f(1,0,0) =0
:“’4) £(0,0,0) = 2 - 1)
Us —<14> £(0,0,0) = uzy = £(0,0,1) =1
us =Y £(0,0,0) = uzz =14 £(1,1,0) = 2
ug _<1,4> f(1,0,0) = 0 — (10) uzg = £(1,0,1) =2
ur =Y £(0,0,1) =1 — (2) uzs =14 £(0,1,1) =0
us =04 £(0,1,0) =1 - (4) ugg =Y f(2,1,0) =0
ug =11 £(2,0,0) =1 — (19) uzr =14 £(1,0,2) = 2
u1o = £(0,0,2) =1 — (3) usg =0 £(1,2,1) =1 — (17)
up; =1 £(1,2,0) = 2 — (16) uzg =14 £(0,1,1) =0
upp =Y £(0,0,1) =1 ugo =Y £(1,1,0) =2
3 =04 £(0,1,0) =1 ugy =Y £(1,0,1) =2
U4 ,<1,4> f(1,0,0) =0 gy =Y f(1,1,1) =1 — (14)
ups =Y £(1,0,1) =2 — (11) ugz =0 f(1,1,1) =1
urs = £(0,1,1) =0 — (5) ugg =Y f(1,1,1) =1
upr = £(1,1,0) =2 — (13) ugs =Y £(2,1,1) =2 — (23)
u1g =14 £(2,0,1) = 0 — (20) uge =Y £(1,1,2) = 1 — (15)
u1g = £(0,1,2) =0 — (6) ugr = £(2,2,1) =2 — (26)
ugo =14 £(2,2,0) = 0 — (25) ugg =1 £(0,1,2) =0
uz; = £(0,0,2) = ug9 = £(1,2,0) =2
uge =14 £(0,2,0) =1 —(7) uso =Y £(2,0,1) =0
uzz =1 £(2,0,0) =1 us; =Y £(1,1,2) =1
ugg =1 £(1,0,2) =2 — (12) uso =Y f(1,2,1) =1
5 =01 £(0,2,1) =0 — (8) usz =0 £(2,1,1) =2
Uag _<1,4> f(2,1,0) =0 — (22) usg =Y £(2,1,2) =2 — (24)
=4) £(2,0,2) = 0 — (21) uss =0 £(2,2,2) =2 — (27)
—“ Y f(1,2,2) =1-(18) uss =11 £(0,2,2) =0 —(9)

At the output we get:

10222011112110202000111200010101220021022111212020112220.

Thus, for a complete reconstruction of the table of values of the operation
(1.4) r - and hence the table of values of the operation f, it is enough to supply
55 characters (without the last one) for the ternary groupoid at the input, or 56
characters to restore all values. The table of the decrypting function is hacked:
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Table 2: Decryption function
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Knowing the value table for (%) f operation, value table is easily restored for

f:

Table 3: Encryption function
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To understand the situation with hacking of the decrypted text and the leaders,

consider the plaintext of the form: 101202

ULU2U3U4LU5UE -

=7

f(1, 0, 1)

flu, by, o)

U1
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Vo = f(U2,137l4) = f((),l3,l4) :?
v3 = f(us,v1,v2) = f(1,v1,v2) =7
vy = f(ug,v2,v3) = f(2,v2,v3

vs = f(us,v3,vs) = f(0,v3,04

Vg = f(uﬁ,v4,v5) = f(2,’l)4,’U5 =7

Analyzing the results obtained using the table of values of the function f, we
obtain the following options for the text to be decoded (f(1,*,x*) and f(0,*,*)

take any values):

Table 4: Ciphertext values

U1 (%) V3 V4 Vs Ve

0] 0| f(1,0,0)=2] f(2,0,2)=1] f(0,2,1)=0 | f(2,1,0) =1
0| 1] f(1,0,1)=01] f(2,1,0)=1 1 f(0,0,1)=2 | f(2,1,2) =2
10| f(I,L,O)=0| f(2,0,00=0 | f(0,0,0)=1] f(2,0,1)=1
L1 /=1 f21,1) =2 f(0,1,2) =0 | f(2,2,0) =1
21 0 | f(1,2,00=0] f(2,0,00=0 | f(0,0,0)=1 | f(2,0,1) =1
012 ]f(1,02)=0] f(220)=1] f(0,0,1)=2] f(2,1,2) =2
2 | 1 | fL,2)=1]f25,1)=2] f(0,1,2)=0] f(2,2,0) =1
L2 | fL1,2)=1) f221) =2 f(0,1,2) =0 | f(2,2,0)=1
2 2 | f1,2,2) =1 f(2,2,1)=2 | f(0,1,2)=0 | f(2,2,0) =1

We get 9 options for possible decrypted text. Among which the first option is
true. The possible values of the ciphertext will be only 9 options, i.e. to determine
the true value is not particularly difficult.

The question of identifying leaders in this case loses its relevance. Thus different
sets of leaders for a ternary groupoid will be 92 = 81. Essentially, we do not need
to determine the exact values of the leaders.

The ciphertext proposed in Example 2.1 is a generalized version of the chipher-
text used by M. Vojvoda for binary quasigroups.

In the following example we tried to improve this result.

Example 2.2. Enter the other text into the decryption device:

q19191929292939343
424919149349292919343
419291492493492439193
q1q1

or

000111222
100211022
010121202

00

We get the following decryption process:
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Table 5: Decrypted text

up =Y £(0,0,2) =1 ug =1 £(0,1,1) = 0 — (5)
up =Y £(0,1,2) =0 urr =Y £(2,1,0) = 0 — (22)
uz =11 £(0,0,0) =2 — (1) U1s —<1 1 £(2,0,2) = 0 —(21)
4 =11 £(1,0,0) = 0 — (10) o =14 £(0,2,2) =0—(9)
=D £(1,0,1) = 2-(11) ugo =1 £(1,2,0) —2— (16)
—<1 Dfa,1,1) =1 (14) 1 =0 £(0,0,1) =1—(2)
=04 £(2,1,1) = 2 — (23) =D £(1,1,0) = 2 — (13)
:<1 D £(2,1,2) =2 — (24) —<1 4 £(2,0,1) = 0 — (20)
Ug —<1 D £(2,2,2) =2—(27) | uog —<1 D f(1,1,2) =1— (15)
uro =Y £(1,2,2) =1 — (18) 5 =01 £(2,2,1) =2 — (26)
upg =04 £(0,2,1) =0 —(8) —“ Y £(0,1,2) =0 —(6)
uro =Y £(0,1,0) =1—(4) | uo —<1 1 £(2,2,0) = 0 — (25)
uys =Y f(2,0,0) =1 (19) *(1 Y £(0,0,2) =1—(3)
upg =Y £(1,0,2) =2 — (12) | ugg —<1 Y £(0,2,0) =1—(7)
ups =Y £(1,2,1) =1 — (17)

At the output we get the following 29 characters:
10202122210112100002120120011.

Thus, for a complete reconstruction of the table of values of the operation (1% f
it is enough to supply 28 characters (without the last one) for the ternary groupoid
at the input, or 29 to restore all values. This text has the smallest possible length,

i.e. is the best option for ternary case.
Let’s see what happens in the 4-ary case.

Example 2.3. Take the 4-ary groupoid (Rs, f), Rz = {0,1,2}, which is defined
over residue ring modulo three (Rs3,+,-) and which is invertible on the fourth

place.
We define 4-ary operation f on the set R3 in the following way:
f(z1, 29,23, 24) = ax1 + Bro + Y3 + 024 = X5, Where
a0=1,al =0,a2 =2,
0=0,61=0,52=1,
W=211=1~2=1,
00=2,01=0,02=1.

The (45)-parastrophe for f is:

45 f(xy, w0, 23, 05) =24 =6 (2 axy + 2 - Bag + 2 - y3 + T5),

where 671(0) = 1,6 1(1) = 2,67 1(2) = 0.
Check.
flar, wa, 23,5 f(ay, 20,25, 25)) =
=+ Bry +yr3+ (0712 axy +2- Bro +2-ya3 +15)) =
=aqxy+ PBro+yxr3+2 - axy +2-PBro+2-yrs+ x5 = 25
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(4’5)f(171, T2,T3, f(xlny; 2173,134)) =
=612 axy +2-Bry+ 2 yw3+ avy + fry + a3 + 61y) = 51 (dx4) = 24.

We propose the following elements:
lh=11l=0I3=0,l4 =2,l5=1,lg =1,l7 =0,lg =0,lg =0
as leader elements.

We will use Algorithm 1.2 and enter the following text into the decryption
device:
000000010002001000110012002000210022
010001010102011001110112012001210122
020002010202021002110212022002210222
100010011002101010111012102010211022
110011011102111011111112112011211122
120012011202121012111212122012211222
20

In the table we give the values of the characters that allow us to determine the
values of the (49 f:

Table 6: Decrypted text (fragment)

up =49 £y, 12,13, v1) ugz =4 £(2,0,1,2) = 0 — (60)
=5 £(1,0,0,0) = 2
*(4 5) fla, 15,16702) ugs =% £(0,1,2,1) =0 — (17)
f(2,1,1,0) =
—<4 5> f(l ,lg,lg,vg) ugo =% £(1,2,1,0) = 2 — (49)
£(0,0,0,0) =
—<4 5> flv 1,v2,03,v4) uro =% £(2,1,0,1) = 1 — (65)
—(45> £(0,0,0,0) =1— (1)
g =1 £(0,0,0,1) =2 — (2) 1 =39 £(1,0,1,2) =2 — (33)
—<4 5> f(O 0,1,0) = 2 — (4) —<4 %) £(0,1,2,2) =1 — (18)
u10 =*% £(0,1,0,0) = 1 — (10) —<4 %) £(1,2,2,0) = 2 — (52)
—<4 %) £(1,0,0,0) = 2 — (28) —<4 %) £(2,2,0,2) =1 — (75)
—<45 ) £(0,0,0,2) =0 — (3) —(4 %) £(2,0,2,0) =1 — (61)
:<45> f(0 02,0)_2—(7) —<45> £(0,2,0,2) =2 — (21)
14 =(4’5) £(0,2,0,0) =0—(19) —(4 ® f(2,0,2,1) =2 — (62)
ups =) £(2,0,0,1) =1 — (56) | ug 44 %) £(0,2,1,1) = 2 — (23)
20 =4 £(0,0,1,1) =0 — (5) Ug3 —<4 %) £(2,1,1,0) = 1 — (67)
01 =19 £(0,1,1,0) = 2 — (13) | ugq =) £(1,1,0,2) =1 — (39)
U =% £(1,1,0,0) = 2— (37) | ugs =19 £(1,0,2,1) = 1 — (35)
23 =19 £(1,0,0,1) = 0 — (29) —<4 %) £(0,2,1,2) = 0 — (24)
ugg =% £(0,0,1,2) = 1 — (6) =15 £(2,1,2,0) = 1 — (70)
ugs =) £(0,1,2,0) = 2 — (16) —<4 %) £(1,2,0,2) = 2 — (48)
26 =% f(1,2,0,0) = 1 — (46) —<4 %) £(2,0,2,2) = 0 — (63)
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7 =35 £(2,0,0,2) = 27 (57) | wioa =% £(0,2,2,1) = 2 — (26)
—<4 %) £(2,0,0,0) =0 — (55) | uios =*% £(2,2,1,0) = 0 — (76)
—<4 %) £(0,0,2,1) =0 — (8) u106 =% f(2,1,0,2) = 2 — (66)
—<4 %) £(0,2,1,0) = 1 —(22) | wior =% £(1,0,2,2) =2 — (36)
—<4 %) £(2,1,0,0) =0 — (64) | uios = £(0,2,2,2) =0 — (27)
—<4 5> £(1,0,0,2) = 1 —(30) | wigo =™ £(2,2,2,1) =1 — (80)
us £(0,0,2, 2)_1—(9) ug6 =) £(2,2,1,1) =1 — (77)
—<4 5> £(0,2,2,0) =1 —(25) | uis0 =% f(2,1,1,1) = 2 — (68)
us —<45 £(2,2,0,1) =0—(74) | uiea =* f(1,1,1,1) = 1 — (41)
—<4 %) £(2,0,1,0) =1 — (58) | uigs =2 f(1,1,1,2) = 2 — (42)
—<4 %) £(0,1,0,1) = 2— (A1) | wigo =% £(1,1,2,1) = 1 — (44)
44 %) £(1,0,1,0) =0 — (31) | uyzo =42 £(1,2,1,1) = 0 — (50)
—<4 %) £(0,1,0,2) =0 — (12) | wyps =% £(2,1,1,2) = 0 — (69)
44 %) £(1,0,2,0) =0 — (34) | uigo =2 f(1,1,2,2) = 2 — (45)
—<4 %) £(0,2,0,1) =1 —(20) | wig1 =% £(1,2,2,1) = 0 — (53)
—<4 %) £(2,0,1,10) = 2 —(59) | uiga =*?) £(2,2,1,2) =2 — (78)
—<4 ) £(0,1,1,1) =0 — (14) | uyos =% £(2,1,2,1) =0 — (71)
—<4 %) f(1,1,1,0) =0 — (40) | ugoq =) f(1,2,1,2) =1 — (51)
—<4 5> F(1,1,0,1) =0 — (38) | ugor =™ £(2,1,2,2) =2 — (72)
us f(1,0,1,1) =1 —(32) | w216 =™ £(1,2,2,2) = 1 — (54)
—<4 5> £(0,1,1,2) = 1 —(15) | uorr =30 £(2,2,2,2) =2 — (81)
ug —<45 f(1,1,2,0) =0 — (43) | w21 =™ £(2,2,2,0) = 0 — (79)
—<4 %) £(1,2,0,1) = 2 — (47)

At the output we get 218 characters.Thus the table of the decrypting function
is hacked.

Table 7: Decryption function

N Value N Value N Value

(1) &9 £00,0,0,00=1 ] (28) | ®»£(1,0,0,0) =2 [(55)] ®¥f(2,0,0,0) =0
2)] ®®f(0,0,0,1) = 2 (29) [ ®¥f(1,0,0,1) = o (56) | @ £(2,0,0,1) =
(3) ] ®®£(0,0,0,2) =0 | (30) | ¥ £(1,0,0,2) =1 [(57) | ®Pf(2,0,0,2) =2
(4)] @®f00,0,1,00=2 | (31) | ¥ £(1,0,1,0) =0 [(58) | ** f(2,0,1,0) _1
(5)] @®f(0,0,1,1) = 0 (32) | @Y f(1,0,1,1) =1 [(59) | &P f(2,0,1,1) =

6)] @®£00,0,1,2) =1 | (33) | @D £(1,0,1,2) =2 [(60)| *>f(2,0,1,2) =

(1) ] @ £00,0,2,00)=2 ] (34) | *2£(1,0,2,0) =0 [(61)] *>f(2,0,2,0) =

(8) | @ £(0,0,2,1) = 0 (35) | 4P f(1,0,2,1) =1 [(62)] ®Df(2,0,2,1) =

9) ] ®9£(0,0,2,2) =1[(36) | ®£(1,0,2,2) = 2 (63)] @ £(2,0,2,2) =
(10)] @ £(0,1,0,0) =1 | (37) | @ f(1,1,0,0) =2 | (64) (4’5)f(2,1,(), 0) = 0
a1 ®»f0,1,0,1) =2 [ (38) | P f(1,1,0,1) = 0 (65)] @D £(2,1,0,1) =1
(12)| @2 £(0,1,0,2) =0 [ (39) | ®f(1,1,0,2) =1 [(66)] *£(2,1,0,2) =2




1
2
0
1
0
2
1
1
2
0
1
2

@57(2,1,1,0)
@5 f(2,1,1,1)
42 £(2,1,1,2)
42 £(2,1,2,0)
@5 r(2,1,2,1)
@5 £(2,1,2,2)
45 £(2,2,0,0) =2
45 £(2,2,0,1) =0
@5 £(2,2,0,2)
@5 £(2,2,1,00=0
@5 £(2,2,1,1)
@5 £(2,2,1,2)
5 £(2,2,2,0)
(12 £(2,2,2,1)
42 £(2,2,2,2)

(67)
(68)
2 1(69)
0 [(70)
(71)
(72)
(73)
(74)
0 [(75)
(76)
0 [(77)
(78)
2 [(79)
0 [(80)
(81)

0
1
1
2
1
2
2
1
1

@5 f(1,1,1,0)
@D f(1,1,1,1)
@2 f(1,1,1,2)
@2 £(1,1,2,0)
@9 r(1,1,2,1)
@9 r(1,1,2,2)
@9 £(1,2,0,0)
@9 £(1,2,0,1)
@9 £(1,2,0,2)
@9 5(1,2,1,0)
@9 5(1,2,1,1)
@9 5(1,2,1,2)
@9 £(1,2,2,0)
@9 £(1,2,2,1)
9 £(1,2,2,2)
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(40)
(41)
(42)
(43)
(44)
(45)
(46)
(47)
(48)
(49)
(50)
(51)
(52)
(53)
(54)

2
1
2
0
1
0
1
2
1
2
0
1
2
0

Thus, for a complete reconstruction of the table of values of the operation
(45) fand hence the table of values of the operation f it is sufficient to supply

218 (or 217) characters for the 4-ary groupoid at the input.
Knowing Cayley table for operation (45 f, we easily restored the operation f:

(13)] @9 £(0,1,1,0)
(14)| @ £(0,1,1,1) =0
(15)| @2 £(0,1,1,2)
(16)| > £(0,1,2,0)
17| @9 r0,1,2,1)
(18)] ®9£(0,1,2,2)
(19)] ®9£(0,2,0,0)
(20)] ®9£(0,2,0,1)
(21)] &9 £(0,2,0,2)
(22)] @9 (0,2,1,0)
(23)] &9 £(0,2,1,1)
(24)] @9 £(0,2,1,2)
(25)] 49 £(0,2,2,0)
(26)| @2 £(0,2,2,1)
27| @2 £(0,2,2,2)
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Table 8: Encryption function

O NN/ | N O |H[D|H[N[N|[O|[—H [N [D ]|
et iy
I N e e e e e N e e e e P o e e e e
o~ [a|o|— o=~ [~ o= [o]—
Tlolo|S|H ||~ NN NS || | |~ [N ||
=SS SIS S|ISIS S |= == = = = = = =
NlN|N || [N o N o e e e
Jeelrelllddddidididia )
[ g g frug P P P pvgg g b P o P prag [ P [ e
P P Y P S P Y Y Y Iy Y [ Y Y Y P P P
AN ARARRAENARNEDRRRRARER
165 16 1o i (1 [ B |0 |© [ | | [D [© | O |D [ [~ |-
S— | | — | — | — | — | — |~ | |~ | | — | — | — | — | — | — | ~—
—N|o|lo|l—-|a|lo|—|a|—|co|lo|—|a|o ||
Ity ey ey
|||~ ||| ||| ||| ||
m012012012012012012
TlolSS|H |~ |~ ||V |N|S || |— | |— [N ||
=S S|S SIS |IS SIS |S === === ===
17 1’ 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17 17
S— | | — | | — | — | — |~ | — |~ |~ | — | — | — | — | ~— | — | ~—
P (v v (v (v P P v (v v (v o P P (v g e g
Py R P I iy [ P R Y Ry P P i R P iy
Al i
LIRS NSRS NRIRAE | [= e
NN B |0 |80 [65 | |od [on [en [oh [ [=F [ = | = | | = |<F
S— | | — | — | — | — | — |~ | |~ | | — | — | — | — | ~— | — | ~—
No|H|-H|a|lo|—|alo|la|lo|—|—|a|o|—|c|o
I et e ey
e))))))))))))))))))
u012012012012012012
Tlo|lo|IoH || |N|N N[O |O|O [ [ |— | [N e
= ISISlo|Sig|S|SIS IS = === === =
=l=====]=] =) =)=} =) (=)=} =)=} =] =2 =]
S— | | — | — | — | — | — | | — | — | | — | — | — | — | ~— | ~— | ~—
P v [ P (v (e g g [ e g (v (e P (v fo b e
~~ ==l alA Al Al lelslslEleleicle




261

Cryptanalysis of some stream ciphers

— oo |—|a|o|— |
(I Iy
P P P i iy iy Py gy iy
o= o= o|= |~
SIS|IS|= |~ |~ |||
NN NN NN
NN NN e
N QU A R K A A K K
g g rug Pragg P v (v g frag
Y Y U R Y Y i i g
» < oo |~ |w oo =
B~ |2 S = IS [< [0 |00
S— | | — | — | — | — | — | — | ~—
a|o|—|—|a|o|—|a o
Iy
—| ||~ || |||
o= alo|= o=~
SIS|IS|—H ||~ |||
NN NN
1’ 1? 17 17 17 17 17 17 17
S— | | — | — | — | — | — | — | ~—
P P [ (v (v P P P D
~—| ||~ || |||
o= |o|= ™ |<
= < |=F |=F D o [io [id S
S— | | — | — | — | — | — | — | ~—
ol—|a|a|o|—|a|o|—
Iy g
|~ =|=|=| ]| —~
o= o= xo[= |~
g = =3 = E P PN PN I
NN NN N e
=I==l==)=) =) =)=}
S— | | | — | — | — | — | — | ~—
== === ==
~| [~ =|=|=|~|—~|—~
SEIERRARREN
RN NN [Q NS [
S— | | | — | — | — | — | — | ~—

Currently, we are looking for the type of text of minimum length for a 4-ary

groupoid.

To understand the situation with burglary of the decrypted text and the lead-

For this text we

U1U2U3U4LUF UG-

ers, consider the plaintext of the form: 101202

Analyzing the results obtained using the table of values of the function f, we

obtain the following: f(x,x*,%,1) and f(*, %, *,2) take any values.

Table 9: Ciphertext values

| O|H [N |H |~ ||| ||~
Wy eyt
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Sololololololoo|o|— |~ |—|—|—
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T 12 [ /0,122 =2] /1,220 =1] /(2,212 =2
T 2]0]f(1,202)=1]f201,0=2] f0,1,2,2) =0
T2 1] f1,21,2=0]f(21,00=0] f(1,0,0,2) =0
T 2] 2] f(1,222)=0] f(2,2,0,0) =1 | f(2,0,1,2) =1
2 10| 0| f(2,0,0,2) =2 f(0,0,2,00=1 | f(0,2,1,2) =1
2 [0 1]f(201,2)=1]f01,1,0=1] f(1,1,1,2) =2
2 10| 2| f(2,0,2,2)=1] f(0,2,1,0) =2 | f(2,1,2,2) =1
2 [ 1] 0| f(2,1,0,2)=2| f(1,0,2,0) =0 | £(0,2,0,2) =2
2 [ 1] 1] f21,1,2)=1] f(1,1,1,0) =0 | f(1,1,0,2) =0
2 [ 1] 2| f21,2,2)=1] f(1,2,1,0) =1 | f(2,1,1,2) =1
2 [ 2] 0| f(2,2,0,2)=0 | f(2,0,0,0)=0 | £(0,0,0,2) =1
2 [ 2| 1] f221,2)=2] f(2,1,2,0) =2 | f(1,2,2,2)=0
2 [ 2| 2| f(2,2,2,2)=2 | f(2,2,2,0)=0 | f(2,2,0,2) =0

We get 27 options for possible decrypted text, among which the 25-th option
is true.

Thus, we confirmed the result that for an n-ary groupoid, the required number
of characters is: (n - m™ ! 4+ 1)(m — 1) characters to get all the values or n -
m" Y (m — 1) + (m — 2) characters, when the last value is found by the exception
method.

So the minimum number of characters in a modified attack will be: m”™+(n—1).

The main question is the choice of text of minimum length for groupoids of
different arity and order.

2.2 Plaintext attacks

Consider an attack with the plaintext constructed using an n-ary groupoid, which
is invertible on the i-th place obtained using the generalized Markovski algorithm.

Assume the cryptanalyst has access to the encryption device loaded with the
key. He can then construct the following plaintext:

Q191 --- 41919141 - - - 414249141 - - - 41Gm
q1491 - - - 424919141 - - - 42424141 - - - 424m
q1491 - --439191491 - - - 43929191 - - - 434m

Q141 - - -9mq19191 - - - gmq29191 - - - gmYm - - -

and enter it into the encryption device.

The number of characters required to restore the encryption table depends
on the values of the selected leaders. Therefore, the question of determining the
length of the plaintext used remains open.

Example 2.4. We consider the plaintext attack for the Example 2.1 and we chose
the following plaintext:
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91919191491924191939192919192492919293919391919392919393
424149192919292919392929192929292924939293G1929392924343

43491919391929391939392914939292939249349393G19393924934343
or

000001002010011012020021022
100101102110111112120121122
200201202210211212220221222
The process of encrypting the text and the results are as follows:

Table 10: Encrypted text

v1 = flur,l,l2) = f(q1, 01, 12) viz = f(1,0,2) =0

= f(0,0,2) =
Vo = f(’LLQ,l3,l4) = f(ql,lg,l4) V43 = f(1,2,0) =0

= f(0,1,2) =
V3 = f(U3,U1,U2) = f(ql,vl,vg) V44 = f(l,0,0) =2

= f(07270) — s~ (7)
vg = flug,vo,v3) = £(0,0,2) =2 —(3) | va5 = f(2,0,2) =1
vs = f(0,2,2) =0—(9) vie = f(1,2,1) =1
ve = f(1,2,0) =0 — (16) var = f(2,1,1) =2 — (23)
U7:f(07070):1_(1) U48:f(0a1a2):0_(6)
vs = f(0,0,1) =2 — (24) vy = f(1,2,0)=0
Vg = f(Z, 1,2) =2- (24) V50 = f(Q,0,0) =0
vi0 = f(0,2,2) =0 vs1 = f(1,0,0) =2
V11 :f(1,2,0) =0 1152:f(1,0,2) =0
V12 = f(O, 0, 0) =1 Vg3 = f(2, 2, 0) =1- (25)
V13 = f(O, 0, 1) =2 VUsq = f(Q, 0, 1) =1
V14 = f(l, 1,2) =1- (15) Vg5 = f(2, 1, 1) =2
U15:f(132a1):17(17) U56:f(07132):0
Vie = f(O, 1, 1) =0- (5) Vg7 = f(O, 2, 0) =2
U17:f(131a0):07(13) v58:f(27032):1
vig = f(2,0,0) =0 — (19) vso = f(0,2,1) =0 — (8)
1}19—(0, ) ):1 v60:f(17130):0
v = f(2,0,1) =1 — (20) ve1 = f(2,0,0) =0
V21 = f(O, 0, 1) =0 Vo2 — f((), 0, 0) =1
v22:f(0’1a0):2_(4) U63:f(2’0’1):1
'U23:f(2,0,2):1_(21) 'U64:f(271a1):2
Vo4q :f(1,271) =1 1}65=f(1,1,2) =1
v25:f(071a1):0 v66:f(072a1):0
Vog — f(2, 1, 0) =1- (22) Va7 — f(2, 1, 0) =1
Va7 = f(2,0, ].) =1 Vg — f(l,O, 1) =0- (1].)
Vog — f(l, 1, 1) =1- (14) Vg — f(l, 1,0) =0
V29 = f(O, 1, 1) =0 V7o = f(2, 0, 0) =0
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v30 = f(0,1,0) =2 vr1 = f(1,0,0) =2

v31 = f(1,0,2) =0 — (12) vre = f(2,0,2) =1

V32 — f((), 2, O) =2 V73 — (2, 2, 1) =2 (26)
V33 = f(1,0,2) =0 Vg = (2, 1,2) =2
v34*f(132a0):0 ,U75*f(07232):0

V35 = f(0,0,0) =1 Ve = (2,2,0) =1
U36:f(27031):1 U7 = (27031):1
1]37:f(1,171) =1 U7 = (1,1,1) =1
U38:f(17131):1 V79 = (27171):2

V39 = f(O, 1, 1) =0 Vg0 — (2, 1, 2) =2

vgo = f(1,1,0) =0 vg1 = f(2,2,2) =2 — (27)
vy = f(1,0,0) = 2 — (10)

At the output of the encryption device, we get the following 81 characters:
20220012200121100011021101110202001111002002112000201120210001121010

0021220111222.

These characters will be enough to restore the table of values of the function f
(Table 3). Knowing Cayley table for operation f, we easily restored the operation

(1L.4) £ (Table 2).

Take some encrypted text and try to crack it.

For example, we have the

following ciphertext: 002101=v,vov3v4v5v6. Then we have:
uy = fog, 1) = (0,11, 1s) =7 = ug =?

us =Y f(vg,l5,14) =Y £(0,13,14) =7 = uy =7
ug =1 f(us,vr,v2) =Y £(2,0,0) =1 = ug =1,
ug =Y f(vg,va,03) =Y £(1,0,2) =2 = uy = 2,
us =1 f(vs,v3,04) =1 £(0,2,1) = 0= uz =0,
ug =Y f(vg,v4,05) =Y f(1,1,0) =2 = ug =

Analyzing the results obtained using the table of values of the function f,
we obtain the following: f(0,*,x*) takes any values. The possible values of the

ciphertext will be only of 9 options:

Table 11: Plaintext values
Ul (%) us U4 us Ug
0 0 1 2 0 2
0 1 1 2 0 2
1 0 1 2 0 2
1 1 1 2 0 2
2 0 1 2 0 2
0 2 1 2 0 2
2 1 1 2 0 2
1 2 1 2 0 2
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(2[2]1]

2[0]2]

Among them only the third option is correct.

For an n-ary groupoid in plaintext of length k, the first (n — 1) characters are

not cracked. The rest are unequivocally.

Example 2.5. We consider the plaintext attack for the Example 2.3 and we chose

the following plaintext:
000000010002001000110012002000210022
010001010102011001110112012001210122
020002010202021002110212022002210222
100010011002101010111012102010211022
110011011102111011111112112011211122
120012011202121012111212122012211222
200020012002201020112012202020212022
210021012102211021112112212021212122
220022012202221022112212222022212222
0000000100020010

The process of encrypting the text and the results are as follows:

Table 12: Encrypted (fragment)

vy = f(1,2,2,0) =1 — (52) vge = f(1,2,0,2) =1 — (48)
vs = f(2,2,1,0) =0—(76) | vgs = f(2,0,1,0) =2 — (58)
ve = f(2,1,0,0) =0 —(64) | vog = f(0,1,2,2) =0 — (18)
vy = f(1,0,0,0) =1 — (28) vge = f(2,0,0,2) =2 — (57)
vg = f(0,0,1,1) =2 — (5) vor = f(0,0,2,0) =1 —(7)

vg = f(0,1,2,0) =1 — (16) vog = f(0,2,1,2) =1 — (24)
vio = f(1,2,1,0) =1—(49) | vgo = f(2,1,1,2) =1 — (69)
v11 = f(2,1,1,0) =2 — (67) | vi01 = f(1,1,0,0) =1 — (37)
V12 = f(l, 172,2) =2 (45) V102 = f(l,(), 172) =2—- (33)
vis = f(2,1,0,1) =1 —(65) | vio9 = f(1,0,1,1) =1 —(32)
Vig = f(laoa 170) =0- (31) V116 = f(la 1707 1) =2- (38)
v = f(O, 1,0,0) =2 (10) V117 = f(1,0,2, 1) =1- (35)
vig = f(1’07270) =0- (34) V118 = f(032, 170) =2- (22)
vig = f(0,2,0,1) =1—(20) | v119 = f(2,1,2,0) =2 — (70)
v20 = f(2,0,1,1) =0—(59) | viz1 = f(2,2,0,1) =2 — (74)
Voyq = f(2,0, 1, 2) =1- (60) V128 — f(O, 2, 1, 1) = O — (23)
V25 = f(O’ 1, 170) =1- (13) U131 = f(oa 1,0, 1) =0- (11)
vog = f(1,1,1,0) =0 — (40) | vy32 = f(1,0,0,2) = 0 — (30)
1)27:(].7 , U, ):0—(39) 0133:f(0,0,071):0—(2)

U29:f(07071a0):1_(4) 0134:f(0307070):2_(1)




266

N. N. Malyutina

1, 1,2) =2- (42) V135 — f(0,0,2,2) =0- (9)

1,2,1) =1—(44) | viz9 = f(0,1,1,2) =0 — (15)
2,2,2) =0—(54) | vias = £(2,1,2,2) =1 —(72)
2,0,0) =1- (73) V144 = f(1,2, 1,2) =0-— (51)
270, 0) =0- (19) V161 = f(l, 0,0, 1) =2—- (29)
0,0,1) =1—(56) | vie2 = £(0,0,2,1) =2 — (8)

1,1,1)=2—-(14) | virs = f(2,2,1,1) =1 — (77)
1,2,0) =0 — (43) | vi7a = f(2,1,1,1) = 0 — (68)
2,0,1) =0—(47) | vi79 = £(2,2,0,2) =0 — (75)
0,0,0) =0—(55) | viso = f(0,2,2,2) =1 — (27)
0,0,2) =1-(3) v192 = f(2,0,2,2) =1 — (63)
27 1, 1) =2- (50) V194 — f(2, 1,07 2) =2- (66)
1,2,1) =0 —(71) | ve12 = f(0,1,2,1) =2 — (17)
2,0,0) =2 — (46) | vo1s = f(1,2,2,1) =2 — (53)
0,2,1) =0—(62) | va14 = f(2,2,2,2) =2 — (81)
1,1,1)=1—(41) | va1s = £(2,2,2,0) =0 — (79)
2,0,2) =2 —(21) | vy = f(0,0,0,0) =2 — (1)

0,1,2) =0—(6) vogs = f(1,0,2,2) =2 — (36)
1,0,2) =1 —(12) | vago = f(2,2,1,2) =2 — (78)
0,2,0) =2—(61) | vszs = f(0,2,2,0) =2 — (25)
2,2,1) =0—(26) | vsz9 = f(2,2,2,1) =1 — (80)

At the output of the encryption device we get 339 characters.They will be
enough to restore the table of values of the function f (Table 8). Knowing Cayley
table for the operation f, we easily restored the operation (%) f (Table 7).

Take some encrypted text and try to crack it. For example, we have the

following ciphertext: 220001=v;v9v3v4v5v¢. Then we have:
Uy —(4 5) f(l1 la,lz,v1,) =) f(ly,12,13,2) =7 = ug =?

U2 =
Uus =
Uy =

flla,ls,l6,v2,) =
17,18719,'03) =5 f(i7,15,19,0) =7 = uz =?
f(vi,v2,v3,04) =
us —(4 5) f(va,v3,04,05) =
ug =) f(vs,v4,05,v6) =

=(45) f(l4;l5vlﬁa2) =?= (] =7

(45) £(2,2,0,0) =2 = uy = 2,
(45) £(2,0,0,0) =0 = us = 0,
(45) £(0,0,0,1) = 2 = ug = 2.

values of the ciphertext will be 27 options:

Table 13: Plaintext values

Up | U | U3 | Ug | Us | U

0O|l0 |0 | 2|02

00 1 2 10| 2

Analyzing the results obtained using the table of values of the function (4:%) f,
we obtain the following: f(x,x*,%,2) and f(x,*, *,0) take any values.The possible
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NN NN N NN NN R R R R R ROl OO O
NN N == OO N NN == N NN == =D
N OO~ O = OO O N = O = O N
DNINDNINININNININNNINNDNNN NN NN NN NN
(en) Nen] Hen] Jen) Heo) el Ben] Hen] Heo] Ren] Hen) Neo] Hen] Hen) Nes) Hen] Ren] Nen) Heo] Hen] Jan) Heo] Hen] Ran) Nas)
NINININININNININNNINNINNN NN NN NN NN

Among them the 11th option is correct.

3. Conclusion

A cryptanalysis is done on cipher and there are analyzed cryptoattacks, built by
M. Vojvoda for quasigroups, chosen ciphertext and plaintext.

In this article, we looked at some types of attacks on the Markovski cipher with
the help of open and encrypted texts.

Thus, for a complete reconstruction of the table of values of the operation
(t:n4+1)) £ and hence, the table of values of the operation f using cryptotext attack,
it is sufficient to submit at the input: A = (n-m"~1 +1)(m — 1) characters to get
all the values.

The minimum number of characters in a modified cryptotext attack will be
m™+ (n—1) symbols, where n is arity and m the order of an i-invertible groupoid.
As for the plaintext attack, it was possible to establish the lower limit value of the
necessary characters to restore the table of the values of function f.
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But the following question remains. What kind of text to give at the input of
the encrypting device so as not to exceed the received limit of characters and will
it always be possible?

We plan to continue attacks on the cipher built with the help of generalized
Markovski algorithms on é-invertible groupoids.
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