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Families of semi-automata in finite quasigroups

and iterated hash functions

Volodymyr G. Skobelev and Volodymyr V. Skobelev

Abstract. Families of semi-automata defined by a recurrence relation in a finite quasigroup are
investigated. Initially, these families are defined in an abstract finite quasigroup, and their struc-
ture is studied. It is shown that from a probabilistic point of view these semi-automata are the
best mathematical models for computationally secure families of iterated hash functions. Then
families of semi-automata in T-quasigroups determined by a finite Abelian group are defined, and
their structure is studied. Representation of these semi-automata by the parallel composition of
the ones defined in T-quasigroups determined by cyclic groups of prime power order is consid-
ered. This decomposition results in speed up the functioning and reducing space complexity of a
semi-automaton. In addition, families of semi-automata in the Abelian group of an elliptic curve

over a finite field are investigated.

1. Introduction

Over the past two decades, intensive research of quasigroups has been largely
caused by their successful applications in various fields, including cryptography.
The significance of the latter is as follows.

Currently, the main approach to solving cryptography problems relies on al-
gebraic models. Most of them are built in finite associative algebraic systems.
However, for algebraic systems without the requirements "to be associative", "to
be commutative", and "to be with unit", high complexity of solving identifica-
tion problems is typical. Such algebraic systems include quasigroups [2, 18], i.e.
magma with both left and right division. It seems promising to apply quasigroups
to solving cryptography problems due to the following two circumstances, at least.
Firstly, they have been applied successfully in the design of basic cryptography
primitives including block and stream ciphers, public key crypto-schemes, signa-
ture schemes, codes, and hash functions [7, 10, 13, 14]. Secondly, a hardware
implementation of encryption based on a finite quasigroup has been designed [15].
Some applications of quasigroups to solving cryptography problems have also been
considered in [3, 4, 17].

Among the above pointed cryptography primitives, hash functions should be
noted, since they are widely used for information protection. We remind, that any
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hash function is a mapping that transforms any binary string (a message) into a
binary string of some fixed length (this string is the hash value or, simply, the
hash). Informally, a cryptographic hash function (see [16], for example) satisfies
the following four conditions:

1. The hash of any message can be computed sufficiently easy.

2. It is infeasible to reconstruct the original message via its hash.

3. It is infeasible to find two different messages with the same hash.

4. Small changes in a message lead to uncorrelated changes in its hash.

Numerous attempts for the design and implementation of cryptographic hash
functions have led to the notion of an iterated hash function [16]. It can be
characterized as follows. The original message is divided into the blocks of the
equal length. If necessary, the last block is extended to the required length by
its concatenation with some fixed string. Some fixed block is added as the initial
fragment. Firstly, this block is hashed in accordance with a certain rule. Then the
iterative process starts: the next hash is computed from the current hash and the
current block of the message. The final hash is the hash of the original message.

It is evident that a mathematical model for iterated hash function is a semi-
automaton, i.e. an automaton without output mapping. Hence, investigation of
families of semi-automata defined by recurrence relations in a finite quasigroup due
to their possible applications as mathematical models of iterated hash function is
actual from both theoretic and applied point of view. Some attempts to solve
this problem have been done in [19-21]. The main aim of the given paper is to
generalize and to unify these results. By time and space complexity we mean
asymptotic the worst-case complexity under logarithmic weight [1].

The rest of the paper is organized as follows. Section 2 contains mathematical
notions and structures sufficient to present the results. In Section 3 basic families of
semi-automata defined by a recurrence relation in a finite abstract quasigroup are
investigated. In Section 4 these families of semi-automata are detailed for finite
T-quasigroups. Section 5 is devoted to semi-automata defined by a recurrence
relation in the Abelian group of an elliptic curve over a finite field. Section 6 is
some discussion of obtained results. Section 7 contains concluding remarks.

2. Mathematical backgrounds

2.1. Abstract quaigroups and iterated hash functions

A semi-automaton (SA) is a triple M = (Q, X,0), where Q (|Q| > 2) is a finite
set of states, X is a finite input alphabet, and § : @ x X — () is the transition
mapping. This mapping can be extended onto the set @Q x X+ by the equality
(g, wz) = 6(3(q, w), z) (w € X+, € X).

An initial SA is a pair (M, q) (¢ € Q), where ¢ is the initial state. Any initial
SA (M, q) implements the mapping Hsq) : X — Q defined by the equality
Hyr,q)(w) = 6(g,w) (w € XT). This mapping can be interpreted as an iterated
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hash function. Hence, any SA M = (@, X, ) implements the family of iterated
hash functions $r = {Har,q) }geq-
Let Q¢ be the set of all quasigroups with the finite carrier @ (|Q| > 2).
Based on the Cayley table, we get for any quasigroup Q = (Q,0) € Q¢ that
the upper bounds of time and space complexity for computation the element a o b
(a,b € Q) are equal, correspondingly, to:

T, = O(|Q[log|Ql) (|Q] = o0), (1)
Vo = 0(1QP1og Q) (IQ| — o). (2)

Besides, for any mapping x : @ — @ the upper bounds of time and space com-
plexity for computation the value x(a) (a € Q) are equal, correspondingly, to:

T = 0(|Q[og Q) (|Q] = o0), (3)

Vi = 0(IQl1og Q) (|Q] = o0). (4)

Any quasigroup Q = (Q,0) € Qg can be presented by the labeled directed
graph I'g with the set of vertices @) such that for any ¢1,¢q2,q € @ there is an arc
started in the vertex 1, terminated in the vertex ¢o, and labeled by the element
q if and only if ¢; 0 ¢ = ¢2. It is evident that I'g is completed labeled directed
graph with a single loop in each vertex. Besides, for any vertex ¢ € @, all |Q)]
arcs started in ¢ terminate in pair-wise different vertices, and exactly |Q| arcs are
terminated in ¢ and labels of these arcs are pair-wise different. We can interpret
g as the SA T'g = (Q, Q, o), where @ is both the set of the states and the input
alphabet, and o is the transition mapping. This SA implements the family of
iterated hash functions $r, = {H(pqu)}qu. Since elements of the family $Hr,
are pair-wise different hash functions, this family can be identified with the set

S’.’)FQ = {H(Fg,q)|q € Q}

Remark 1. It is known, that the set of string transformations [8, 9, 11, 12] of
any quasigroup Q = (Q,0) € Qg contains the set of bijections e, : QT — QT
(¢ € Q), where e,0(q1q2---Gm) = @15 - d, (Q1G2---qm € QT; m =1,2,...) if
and only if ¢ =qoqy and ¢} =¢,_; o¢q; (i =2,...m). Relationship between the
sets of mappings {eq.0lq € Q} and Hr, = {H(r,,¢lq € Q} is that the equality
€q,0(q192 - - - qm) = ¢1¢5 - - - @, implies the equality Hir, (9192 - - - Gm) = qp,-

Proposition 1. Let Q = (Q,0) € Qg be any quasigroup. Then:
1. For any elements q,q' € Q holds the equality

{z € Q"Hrg (@) =} =1QI™ " (m=12,...). (5)
2. For any elements q,q',q" € Q (¢ # ¢') holds the equality
{z € QT Hirg,q)(x) = ¢"} N {z € QT |Hrg,¢)(2x) = ¢"} = 0. (6)

Proof. By induction on the length of an input string. O
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Since Hi 1(4') = {z € Q" |Hirg g)(x) = ¢'} (¢,¢' € Q), we can present (5)

(To.q
and (6) as follows:
Hirg (@) N Q™ =1QI" ™" (¢,d' €@ m=1,2,...), (7)
Hpo @ NHDL 1) =0 (¢.4',4" €Q; a# ). (8)

Let P1£1Q)7q7m(q') (¢g,¢ € Q; m = 1,2,...) be the probability that uniformly
randomly chosen input string x € Q™ is a solution of equation Hr,, 4)(z) = ¢', and
P%HW (g € Q; m=1,2,...) be the probability that for two uniformly randomly
chosen input strings z,2’ € Q™ (x # 2') the equality Hr, q)(z) = Hrg,q)(2')
holds. Applying (7) and (8), it is not difficult to prove the following theorem.

Theorem 1. Let Q = (Q,0) € Qg be any quasigroup. Then:
P @) =107 (0.4 €Qm=1,2,...), ()

P o = 1QTT A= (QI - D(QI™ 1)) (ge@; m=1,2,...).  (10)

It follows directly from (9) and (10) that Jim PL) (@) =0(q,¢ €Q)and
lim Pg; am = |Q|~!. This is a significant argument to use finite quasigroups in
m—00 D

mathematical models of cryptographic iterated hash functions.

2.2. T-quaigroups

A quasigroup Q = (Q,0) € Qg is a T-quasigroup [6] if there exist an Abelian
group G = (Q,+), some ordered pair (£,¢) € Aut(G) x Aut(G), and an element
¢ € @ such that holds the equality

aob=2¢&@a)+(b)+c (a,beQ). (11)

It follows from this definition that any finite Abelian group G = (Q,+) (|Q] = 2)
determines the family of T-quasigroups §g = {(Q,+,&,(, )} ceaut(g);ccq, Where
(Q,+,&,¢,¢) is the T-quasigroup Q@ = (Q,0) € Qg such that the operation o is
defined by the equality (11). Since elements of the family g are pair-wise different
T-quasigroups (see Theorem 1 in [20]), this family can be identified with the set
S = {(Q,+,&,¢, 0§, ¢ € Aut(G);c € Q}.

Let eg : Q@ — @ be the identity mapping. It is not difficult to prove that for
any finite Abelian group G = (Q,+) (|Q| = 2):

1. There exists the left unit e; in a T-quasigroup (Q, +,&, ¢, ¢) € Fg if and only
if ( =eq. In this case, ¢, = —£71(c).

2. There exists the right unit e, in a T-quasigroup (Q,+,£,(,¢) € Fg if and
only if £ = e¢. In this case, e, = —((c).

3. (@Q,+,§,¢,¢c) € Fg is aloop if and only if £ = ( =¢eq. In this case, e = —c.
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4. (Q,+,&,(,c) € Fg is a commutative T-quasigroup if and only if £ = ¢ (see
Theorem 2 in [20]).

5. (@, +,§,¢,¢) € §g is an associative T-quasigroup if and only if § = ( = ¢q
(see Theorem 3 in [20]).

Remark 2. Therefore, for T-quasigroups the statements "a loop", "to be asso-
ciative", and "to be associative-commutative" are the same.

Due to Fundamental Theorem, any Abelian group can be presented uniquely
as a direct product of cyclic groups of prime-power order. More precisely, let
G =(Q,+) (JQ| = 2) be any Abelian group, such that |Q| = pi*...pim (m > 1),
where ; > 1 (i = 1,...,m) and p; (i = 1,...,m) are pair-wise different prime
integers. Then

m ki
G=Q Q2 ns:+is): (12)

=1 j=1
where 22 is the isomorphism relation, d;; (1 = 1,...,m;j = 1,...,k;) are fixed
positive integers such that 1 < dj; < - < diy, (1 = 1,...,m), r; = Z d;j

. d;j . R
(i=1,...,m), ijij ={0,1,...,p;" =1} (i =1,...,m;5 = 1,...,k;), and +;

(i=1,...,m;j=1,... k) is the module p?” addition. Due to (12), any element
z € @ can be identified with a vector z = (211, .., 21k, -+ Zml,- - -, Zmk,, ), Where
zij € Z a; (1 =1,...,m;j = 1,...,k;). Hence, computation the sum z + y

(z,y € Q) can be reduced to independent additions of corresponding components
of vectors z and y. From here it follows that for any Abelian group G = (Q,+)
(JQ| = 2) that satisfies to (12), time and space complexity for computation the
element z +y (z,y € Q) are equal, correspondingly, to:

m  k;
Ty =00y dijlogp) (|Q — o), (13)

i=1 j=1

kl

Ve =00 dijlogp) (IQ — o0). (14)

i=1 j=1
Remark 3. If additions of the corresponding components of vectors x and y can

be implemented in parallel then time complexity for computation the element x+vy
can be reduced to

T, = O( max max dijlogp;) (|Q] — 00). (15)

i=1,..m j=

If an Abelian group G = (Q, +) (|Q| > 2) satisfies to (12) then

m k;
Aut(G) = ®Am(®(zp% s +is))- (16)
i=1 j=1 ’
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Besides, for any ¢ = 1,...,m (see Theorem 4.1 in [5]) holds the equality

ki ki

i ] — L‘l, i— 1,

AR GO V DRL
j=1 j=1

where «;; = max{h|d;, = dij} and f;; = min{h|d;, = d;;} foralli=1,...,m and
j=1,...k. Due to (16) and (17), for any Abelian group G = (Q,+) (|Q| > 2)
that satisfies to (12) holds the equality

kq
|AUt(®(Zp{iu s +ij))

Jj=1

\lt:jw

k;

m kg ki
|Aut<g>|=HH N | [ Rl [ [ i A ¢ )
i=1j=1 j=1

J=1

>

ki 23
Since Aut((Zpdij,—l—ij)) is a subgroup of the group Aut() (Z d”,—&—u))
j=1 i j=1

K

m  k; i
then @ & Aut((Z d,J,JrU)) is a subgroup of the group ® Aut( (Z E +i5)).

i=1j=1 i=1 j=1
Besides, |Aut((Zpdij s +ii)) =p; ”(1 i G=1,...,m; j=1,...,k;). Hence
5

\®®Aut Zdtja+lj |—|Q|H L=p (19)

=1 j=1

By comparing (18) and (19), we conclude that ® ® Aut( (Z E +i;)) is a non-
1=175=1
trivial subset of the set Aut(G).

ks
For any x = (X11,-«+s X1k« -+ Xmls« -y Xmk,,) € ® ut((Zpgm—i—ij)) and
: J

R
®w
uQ@g

Il

-
<.
Il

2= (2115« s Zkys v o3 Zmly -y Zmk,,) € (Z d,7,+”) we get

% 1

X(2) = (x11(211)5 -+ -5 X1k (Z1k1 )5 - - s Xm1 (Zm1)s -+ s Xomker, (2 )

i.e. computation the vector x(z) can be reduced to independent computations of its
components. From here it follows that for any Abelian group G = (Q,+) (|Q] > 2)
that satisﬁes to (12), time and space complexity for computation the element x(z)

(z € ® ®(Z d”,—hj) X € ® ® Aut((Z d”,—l—”))) are equal, correspondingly,
i=1j= 1=1j=

to

m  k;
— 0> dislogps) (1Q] = o0), (20)

i=1 j=1

=00 dijlogp;) (IQ| = o0). (21)

i=1 j=1
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Remark 4. If computations of components can be implemented in parallel then
time complexity for computation the element x(z) can be reduced to

T, = O( max max dijlogp;) (|Q] = 00). (22)

i=1,...m j=

Comparing (13), (14) with (1), (2), and (20), (21) with (3), (4), we conclude
that for any Abelian group G = (@, +) (|Q| > 2) that satisfies to (12) it is reason-
able to consider the set of T-quasigroups

m  k;
86 ={(Q.1.6.¢,0)l6.¢ € QR A(Z a1, +ij))sc € Q).

i=1 j=1

Due to (18) and (19), Fg is a non-trivial subset of the set Fg for any Abelian
group G = (Q,+) (|Q| = 2) that satisfies to (12).

2.3. Elliptic curves over finite fields

At present, Abelian groups associated with elliptic curves over finite fields are
widely used for solving information protection problems. This is due to the high
complexity of identification the elements of these groups. So, it is it is reasonable
to consider the sets of T-quasigroups defined by Abelian groups associated with
elliptic curves over finite fields.

We remind, that an elliptic curve «y over any field F = (F,+, ) can be defined
as the set of all solutions of an equation

Y2 + a1y + azy = 2° + axx® + az + ag (a1,a2,a3,a4,a6 € F),

such that A = d3 —8d3 —27d%+9dadsdg # 0, where dy = a3 +4as, dy = 2a4+aqas,
d¢ = a2 + 4dag, and dg = alag + 4asas — ajazas + aza3 — a3. With this elliptic
curve can be associated the Abelian group G, = (yU{0}, +¢_ ), where 0+ 0 =0,
O+g P=P+g 0=P (Pevy),and P = (2,y) €v= —¢, P = (z,~y—ai1x—a3).
For any two points P; = (x;,¥;) € v (i = 1,2), such that P, # —g_P», the point
P3 = Py +g, P, can be computed as follows
Tr3 = —I1 — 29+ a? +aa; — ay
ys = —y1 +a(r; — x3) + a1x3 — az
where
_ ) (8a% 4 2a0m1 + s — 1) (291 + vz +az) T if a1 =2
(y1 — o) (w1 —x2) ™Y, if @1 # @
For any non-negative integer m and any element P € v U {0} we set
0, if m=0
mP = P—|—gw~--+ng, if m=1,2,...
| ———

m times



326 V. G. Skobelev and V. V. Skobelev

Let ~ be an elliptic curve over any finite field F = (F, +, ).

We define the mappings xm : v U {0} — yU {0} (m = 0,1,...,]7y|) by the
equality xm(P) =mP (P € vU{0}).

It is evident that x,, € Aut(G,) (m = 1,...,|y|) if and only if the integer m
is not a multiple of the order of any element P € . Hence, we can define the set
of T-quasigroups §g, = {(y U {0}, +g,,&, ¢, P)|§, ¢ € Aut(G,), P € yU{0}}, and
apply to it all results obtained in Subsection 2.2.

3. Families of SA in finite abstract quasigroups

For any abstract finite quasigroup Q = (Q,0) € Qg the following families of SA
QI(QZ) (i=1,...,22) can be defined, at least:

A5 = (M) = (Q.Q,8))18)(¢,2) = (aog) o (box) (¢,7 € Q)}apeq

1Y = (M) = (Q,Q,82))16%)(q,2) = (box) o (a0q) (4,7 € Q)}apeq
A = (M) = (Q,Q.8%)16%) (¢.2) = (goa) o (hox) (4.7 € Q)}apeo
A = (M%) = (Q.Q. 86" (q.2) = (hox) o (qoa) (4,2 € Q)}apeq
A = (M) = (Q.Q.8°)160)(q.2) = (a0 g) o (x0b) (4,2 € Q)}apeq
A9 = (M) = (Q.Q,8))8%) (¢,2) = (zob) o (a0q) (9,7 € Q)}apeq
A9 = (M) = (Q,Q.8N)167)(¢.2) = (goa) o (z0b) (4,2 € Q)}apeq
A = (M) = (Q,Q. 85D} (g, 2) = (zob) o (goa) (4,2 € Q)}apeq,
A = (MO = (Q, Q66 (¢,2) = (a0 q) o (0,7 € Q)}aca,
A5Y = (MU0 = (Q,Q, (19619 (q,2) =z 0 (a0 q) (¢, € Q)}uca
A5 = (MWD = (Q,Q, 8061V (g, 2) = (goa) oz (¢, € Q)}ucq
m”’” (MO = (Q,Q,69)[5(2 (q,2) =z 0 (goa) (¢,2 € Q)}aco,
A5Y = (MU = (Q,Q, ()60 (q.2) = go (aox) (¢, € Q)}uca
AP = (M = (Q,Q,60 160 (g,2) = (a0 x) o g (¢.2 € Q)}acq,
A5Y = (MU = (Q,Q, 509615 (q,2) = go (x0a) (¢, € Q)}uca
A7 = (M9 = (Q,Q,5(19)[65) (¢, ) = (z0a) o q (¢, € Q)}ucq
m“” (MO = (Q,Q,607)[8{ (q,2) =ao (go ) (¢,2 € Q)}aco,
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Q((le) = {M® = (Q,Q,58™)|5® (g, 2) = (gox) oa (g2 € Q)}acq:

Ql(ng) = (M =(Q,Q,5(!9)619(¢,2) =ao (z0q) (¢;7 € Q)}acq,

A0 — (M) = (Q,Q,62)[53) (g, 2) = (rog)oa (¢, € Q)}acos
AGY = {MPY = (Q, Q625 (¢ 2) = gox (g0 € Q)},
A5 = {ME) = (Q,Q. 60 (g 2) =woq (g7 € Q).

It is evident that any family Ql(gi) (i =1,...,8) consists of |Q|? elements, any
family Q[(Qi) (i=9,...,20) consists of |Q| elements, and any family Q[(Qi) (i=21,22)
consists of a single element.

Let Set(mg)) (1 =1,...,22) be the set of all SA that are elements of the family
ng). Then |Set(i’lg))| =1 (i = 21,22). Besides, since Q € Qg is a cancellative
magma, it is not difficult to prove that |Set(2l(é))| > Q| (¢ = 1,...,8), and
1Set@AD)| = Q| (i =9,...,20), L.e. elements of the family A3 (i =9, ...,20) are
pair-wise different SA.

It follows from definition of the families QIS) (1 =1,...,22) that the following
proposition is true.

Proposition 2. Let Q € Qg be any abstract finite quasigroup. Then any SA
M € Ql(gi) (i = 1,...,8) is functioning by 1.5 times more slowly than any SA
M € ng) (i =9,...,20), and three times more slowly than the SA M" € Ql(gi)
(i = 21,22). Besides, any SA M’ € Ql(Qi) (1=09,...,20) is functioning twice more
slowly than the SA M" € 91(5) (1 =121,22).

Applying (1) and (2) it is not difficult to prove the following theorem.

Theorem 2. Let Q € Q¢ be any abstract finite quasigroup. Then for any SA

M € Ql(gi) (i=1,...,22) time and space complezity for computing the value of the
transition mapping are equal, correspondingly, to

Tn = 0(|Q[og Q) (|Q] = o0), (23)

Var = 0(1Q*1og Q) (1Q — o). (24)

Any abstract finite quasigroup Q € Q¢ is a cancellative magma. Hence, the
diagram of any SA M € QI(QZ) (i =1,...,22) is completed labeled directed graph
with a single loop in each vertex, such that for any vertex ¢ € @, all |Q| arcs started
in ¢ terminate in pair-wise different vertices, and exactly |Q| arcs are terminated in
q and labels of these arcs are pair-wise different. From here we get that Theorem 1
is true for any SA M € Q((é) (i=1,...,22), and it can be reformulated as follows.
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Theorem 3. Let Q € Qg be any be any abstract finite quasigroup. Then for any
SA M € QI(QZ) (i=1,...,22) hold equalities:

Pilgm(@) =1Q7" (0.4 €Qim=1.2,...), (25)

2 _ m _
Pilom = 1@ 0= QI -D(Q" - D™ (@€Qm=12..).  (26)
Due to Theorems 2 and 3, we can consider ng) (i=1,...,22) as basic families

of SA defined by a recurrence relation in an abstract finite quasigroup Q € Qq.

Let us characterize the structure of the families Ql(é) (i=1,...,22) with addi-
tional restrictions on the operation in an abstract finite quasigroup Q € Q.

Based on the definition of the left unit, the right unit and the unit in a quasi-
group, it is not difficult to prove the following three propositions.

Proposition 3. Let Q € Q¢ be any abstract finite quasigroup with the left unit.
Then the following inclusions hold:

Set(AY)) C Set(AG)) (1=9,13,21),  Set(AY)) C Set(AG)) (i = 10,14,22),
Set@9Y) C Set(2),  ser(@L?) € Set@G)),  Set(5Y) C Set(AY),
Set(@5%) C Set(AS)),  Set@AGY) C Set(AY)) (i =9,13,17),
Set(A5Y) C Set(AY)) (i = 10,14,19).

Proposition 4. Let Q € Qg be any abstract finite quasigroup with the right unit.
Then the following inclusions hold:

Set(@AY) C Set(@AG)) (i =11,15,21),  Set(AY)) C Set(AY) (i = 12,16,22),
Set(@5Y) € Set (@), Set@AGY) C Set(AY),  Set(AY) C Ser(AY)),
Set@5”) € Set(2S)),  Set(@AGY) C Ser(AD) (i = 11,15,18),
Set(A5V) C Set(AY)) (i = 12,16,20).

Proposition 5. Let Q € Qg be any abstract finite loop. Then the following
inclusions hold:

Set(AY)) C Set(AG)) (1=9,13,21),  Set(AY)) C Set(AS)) (i = 10,14,22),
Set(@AY) C Set(@A)) (i =11,13,21),  Set(AY)) C Set(AY)) (i = 12,14,22),
Set(AY)) C Set(AS)) (1 =9,15,21),  Set(AY)) C Set(AS)) (i = 12,14,22),
Set(@Y)) C Set(AT)) (1 =11,15,21),  Set(AY) C Set(AY) (i = 12,16,22),
Set(A5Y) C Set(AY)) (i =9,11,13,15,17,18),
Set(A5Y) C Set(AY)) (i = 10,12, 14,16, 19, 20).
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Proceeding from definitions of associative and/or commutative magma, it is
not difficult to prove the following three propositions.

Proposition 6. Let Q € Qg be any finite associative quasigroup. Then the
following equalities hold:

Set@)) = Set (@57, Set(@5”) = set(@25Y),  Ser(@5Y) = ser(25?),

Set@5?) = Set(@5”),  Ser(@hY) = Set(@5”),  Ser(@hY) = Ser(2LY).

Proposition 7. Let Q € Qg be any finite commutative quasigroup. Then the
following equalities hold:

Set@W)) = Set(@A)) (1,7 =1,...,8), Set(@Y)) = Set@AF) (4,5 =9,...,12),

Set(AY)) = Set(A)) (1,5 = 13,...,16), Set(AY) = Set(AY)) (i,j =17, ..., 20),
Set(AY)) = Set(A)) (i, = 21,22).
Proposition 8. Let Q € Qg be any finite associative-commutative quasigroup.
Then the following equalities hold:
)y _ a7y (i —
Set(Ag') = Set(Ag") (i=1,...,16,18,19,20).

It should be noted, that if Q@ € Q¢ is a finite associative commutative quasi-
group, then for all elements a,b € @ any SA M € Set(AU )) (t=1,...,8)

appears as an element of the family Set(Ql(Q)) (1= 97 ...,20) exactly |Q| times.

4. Families of SA in finite T-quasigroups

Let G = (@, +) (JQ| > 2) be given Abelian group.
For any T-quasigroup Q — (Q,0) = (Q, +,,, ) € §g, applying (1), we can
redefine the families of SA Ql(é) (i=1,...,22) as follows:

1 1 1
QlEC;,+,§,<,c) = {Mé,b),c,g,g =(Q.Q 75((1 Z €, c)| a, b €, g(qv z) =

= &C(g) + P () + €(a) + CE(b) +£(c) +¢(e) + ¢ (0.2 € Q)}aveq

2 2 2
Q[E +.6.¢0) T { ab('fg_(Q’Qv(s((zg('gg)ks((z}))('g((q?x)

Q
= (*(q) +&C(@) + ¢&(a) + € (b) + &(c) +¢(c) + ¢ (¢,7 € Q)}aseq
3

3 3
Q[EQ),JrSCC) { abcfg_(Q 7651205(” z(zl)w,c,g,((q7$):
)+

¢*(x) +&C(a) + CE(b) +&(c) +¢(0) + ¢ (0,2 € Q)Yapeq

—

£(q
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A e = MY o =(@Q0% N e cla.0) =
= C&(q) + &C(x) + ¢P(a) + £2(b) + &(c) + ¢(e) + ¢ (¢, 2 € Q)}apeq;
A ey = ME) e =(@Q.Q.8%) 6T cla,2) =
= £C(q) + C&(x) + &%(a) + CP(b) + &(c) + ¢(c) + ¢ (¢, 2 € Q)}Yabeq;
A e = M) e =(@Q.Q.85) . IO e c(a,7) =
Cg) + €(x) + CE(a) + EC(b) +&(c) +C(0) + ¢ (4.7 € Q)}aneq
A e = M) e =(@Q.Q.87 . 6T e c(a,2) =
= £%(q) + C&(x) + £C(a) + C2(b) + £(c) +¢(e) + ¢ (¢, 2 € Q)}aeq;
A ey = M) e = (Q.Q6%) L ) e cla.0) =
= C&(q) + &3 (x) + P(a) + £Cb) + &(c) + ¢(e) + ¢ (¢, 2 € Q)}apeq;
QLEQQ),Jr,&,C,c) = {Mé?c),ﬁ,c =(@Q, 5§?2,5,<)|5£?2,5,4(q’ ) =
= £¢(q) +¢(x) + &%(a) +£(0) + ¢ (g, € Q)}acq
A o = (M0 = (Q.Q.00% IOV, (g,7) =
= %(g) +£(x) + C€(a) +¢(e) + ¢ (0.7 € Q)Yacq
Uk eco = Micte = (Q Q5% o (o) =

8

(Q.+€, a,c,€.¢ 1 %,c,6,¢/1%,c,6,¢

= &%(q) + ¢(x) + &C(a) +£(e) + ¢ (g, € Q)}acq
UGk o = Mot e = (Q Q3% IO ((a.) =

= C&(q) +&(x) + ¢P(a) +C(0) + ¢ (g7 € Q)}aco
U eco = Macke = (@ Q6.5 IO c(a.) =

= &(g) + C(2) + ¢(a) + ¢(c) + ¢ (g7 € Q)}Yacqs
%Eiﬂ,s,c,c) = Mélféc = (QvQ’583,2,4)|5z(:§)£7<<q7x) =

= ((q) +&¢(x) + %(a) + £(c) + ¢ (¢, € Q)}acq,
U eco = Mo = (@ Q8.7 N0 c(a.) =

= &(g) + C&(x) + (a) + ¢(e) + ¢ (42 € Q)}acqs
UGk o = ik e = (Q QI I ((a.) =

= ((q) + & (x) + &C(a) +€(c) + ¢ (¢,7 € Q)}acq,
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W eco = LT = Q@000 OBLT ((0.2) =
= C&(q) + () + &(a) + () + ¢ (g7 € Q)}Yaco
W e = M0 = (Q.Q 00 )60 ((a,2) =
= &%(q) + &¢(x) + ¢(a) + £(0) + ¢ (4,7 € Q) }acqs
W o = MU = Q@01 IO (0, ) =
= (@) + ¢&(x) + &(a) + () +¢ (g7 € Q)}Yaco
UG ecor = Myt = (Q QI 00k (a.2) =

= £C(q) + €(2) + C(a) + £(0) + ¢ (4.7 € Q)Yaco,
A e =ML =(Q.Q. 08005 (a,2) = £lg) + C(2) + ¢ (.2 € Q)
UG, e coy = AMEeh = (Q.Q,87201070 (g,0) = C(a) + £(2) + ¢ (g7 € Q).

It is evident that for any family of SA Q[Eg,Jr,&,C,c) (i =1,...,22) all results
obtained in Section 3 are true. Moreover, due to Remark 2, for T-quasigroups,
Proposition 8 is the strongest one among Propositions 5, 6, and 8. Therefore, for
a T-quasigroup (Q, +,&,(, ¢) € §g with additional restrictions on the operation in
it (see subsection 2.2), Propositions 3, 4, 7, and 8 can be reformulated as follows:

In Proposition 3, the phrase "Let Q € Qg be any abstract finite quasigroup
with the left unit" can be replaced by "Let G = (Q,+) (|Q] = 2) be any finite
Abelian group, and (Q, +,§,£0, ¢) € Fg be any T-quasigroup with the left unit".
Besides, in all inclusions the symbol Q can be replaced by (Q,+,&, 0, ¢).

In Proposition 4, the phrase "Let Q € Q¢ be any abstract finite quasigroup
with the right unit" can be replaced by "Let G = (Q,+) (|@Q| = 2) be any finite
Abelian group, and (Q,+,&,¢q, ¢) € §g be any T-quasigroup with the right unit".
Besides, in all inclusions the symbol Q can be replaced by (Q, +,&, ¢, ¢).

In Proposition 7, the phrase "Let Q € Q¢ be any abstract finite commutative
quasigroup" can be replaced by "Let G = (Q,+) (|Q| = 2) be any finite Abelian
group, and (Q,+,&,eg,c) € §g be any commutative T-quasigroup". Besides, in
all inclusions the symbol Q can be replaced by (Q,+,&,e0,¢).

In Proposition 8, the phrase "Let Q € Qg be any abstract finite loop" can
be replaced by "Let G = (Q,+) (|Q| > 2) be any finite Abelian group, and
(@, +,&,eq,¢) € Fg be any loop". Besides, in all inclusions the symbol Q can be
replaced by (Q,+,&,e0,¢).

Fundamental theorem for finite Abelian groups (see Subsection 2.2) makes it

possible to represent SA M € ngg 6.600) (i = 1,...,22) by the parallel com-

position of SA over T-quasigroups determined by cyclic groups of prime-power
order.
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Remark 5. The parallel composition of SA M; = (Q;, X;,0;) (i =1,...,n) is the
n n n
SA ® Ml = (® Qi, ® Xi7(5), where
i=1 =1

i=1

@1y s qn)s (T1, .-y xn)) = (01(q1,21), -+ -, 0n(Gn, Tn))

for all (g1,...,¢qn) € Q Q; and (z1,...,2,) € Q X,.
i=1

i=1
Indeed, let G = (Q,+) (JQ| = 2) be an Abelian group that satisfies to (12),
and (Q? +a€7 Ca C) € Sg- Setting

a = (a117"'7a1k‘17"'?a7n17"'7a’mkm)7 b - (b117~'~7b1k:1a-~'ab7n15-~-ab7nkm)a
é-: (6117"'7€1k17"'7£m17"'1£mkm)7 C: (4117"'1C1k17"'7Cm17"'7<mkm)7
c:(cllv" clklv" yCmly - cmkm)7

we get the following representations of SA M € QI(Q FE00) (i=1,...,22) by the
parallel composition of SA over cyclic groups of prime-power order:

LIEMY) e €UD L oo (i=1,...,8) then
m kj
¢= ®® o i EmCon- (27)
2. 1t M), . EQL(Q+£CC) (i=09,...,20) then
m  kj
M2 e = QQMY e (28)
j=1 h=1
3.1 MU eul) | (i=21,22) then
m  kj
= QM e (29)
j=1 h=1

Applying (13), (14), (20) and (21) to the representations (27)-(29), the follow-
ing theorem can be proved.

Theorem 4. Let G = (Q,+) (|Q| > 2) be an Abelian group that satisfies to (12),
and (Q,+,¢,¢,¢) € Sg. Then for any SA M € Ql(Q+£<c) (i=1,...,22) time

and space complexity for computation the value of the transition mapping are equal,
correspondingly, to

Ta =00 ) dijlogpi)  (1Q] — o), (30)

i=1 j=1
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m  k;
Var =00y ) dijlogpi)  (1Q] = o). (31)
i=1 j=1
Remark 6. If computations of transition mappings for components in the parallel
composition of SA M € ngg’+7€7c7c) (i=1,...,22) can be implemented in parallel,
then, due to (15) and (22), for SA M time complexity for computation the value
of the transition mapping can be reduced to

T = O(, max max di logp;) (|Q = o0). (32)

i=1,...m j=1,...k;
By comparing (30), (31) with (23), (24), we conclude that for any T-quasigroup
(Q,+,&,(,c) € Fg it is reasonable to use SA M € %Eg+€<c) (1=1,...,22) as

mathematical models for the families of fast iterated hash functions.

5. Families of SA in elliptic curves over finite fields

Let v be any elliptic curve over a finite field, and (yU{0}, +g.,, Xm, s Xm», P) € g,
be any T-quasigroup. To transform the families () (i =1,...,22) into

(Q,+,€,¢,0)
the families mé:)u{o} g ot X o) it is sufficient to substitute:
sF Gy Xmy X

1) v U {0} instead of Q;

2) Py, Py, P € v, correspondingly, instead of a, b, c € Q;

3) Xmys Xms € Aut(Gy), correspondingly, instead of &, € Aut(G);
4) +¢, instead of +.

It is evident that for the families of SA Q[E?U{P}H‘gwxm Xy o) (1=1,...,22)all
results obtained in Section 4 are true. Hence, A" (i=1,...,22)

(YU{0}, 46 Xmy Xmy:C)
can be considered as basic families of SA defined by a recurrence relation in a T-
quasigroup (PY U {0}7 +G.,5 Xmas Xmas P) € SGW-
The following another approach to definition families of SA in an elliptic curve
~ over a finite field has been proposed in [22].
Let 7y = {xm|m = 1,...,|v|}. For any fixed integer I € {1,...,|y|} we can
define the family of SA

2,1 ={My,, p=(yU{0},Zi11,0x,, P)xmeF, Peys

where
Oy, P(0,2) = Xm(q) +g, Xa(P) (¢ € yU{0}, 2 € Zy1). (33)
Let Ordr(P) be the order of the element P in the Abelian group G,.

Theorem 5. Let v be any elliptic curve over a finite field, | € {1,...,|v|} be any
fized integer, and M, p = (YU{0},Zi11,6y,,,p) € Ay be any SA. Then for any
state g € v U {0} and any two different input symbols x1,x € Z;41 the inequality
Oy, P(q, 1) # Oy, P(q, x2) holds if and only if Ordr(P) > 1.
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Proof. Suppose that there exists an SA M, p = (yU{0},Z;41,0y,,.p) € Ay,
such that Ordr(P) > I, and for some state ¢ € vU {0} and some two different
input symbols x1,x2 € Z; 41 holds the equality 6,,, p(q, 1) = dy,..p(q, 2).

Due to (33), we get

(Fq € yU{0})(Fz1, 22 € Zyg1) (21 # 22&0y,, P(q, 21) = dy,, P(q,72)) &

& (Jg e yU{0})(Fz1, 22 € Ziga) (21 # 22&Xm(q) +g, Xay (P) =
= xm(q) +g, Xa (P)) & (321,22 € Ziy1) (21 # 22& X2, (P) = Xo (P)) &
& (3x1, 29 € Zip1) (21 # 22&x P = 22P) &
& (x1, 22 € Zip1) (21 # x2&(max{zy, x2} — min{zy, z2})P =0) &
& (Fxe{l,...,1})(@P =0) < Ordr(P) <.

We get a contradiction, since, by supposition, Ordr(P) > 1.

Therefore, M,,, p = (v U {0}, Zi11,0y,,,p) € Ay, is an SA such that for any
state ¢ € yU{0} and any two different input symbols x1, 25 € Z;11 the inequality
Oy, (¢, 1) # dy,,,p(q, x2) holds if and only if Ordr(P) > L. O

From proof of Theorem 5 we get that the following corollary is true.

Corollary 1. Let v be any elliptic curve over a finite field, I € {1,...,|y|} be
any fized integer, and M, p = (yU{0},Zi41,0y,,,p) € Ay, be any SA such that
Ordr(P) < 1. Then for any state ¢ € v U {0} and for all two different input
symbols x1,x9 € Zj+1 such that the integer max{xy,xo} — min{xy, z2} is some
multiple of the integer Ordr(P) holds the equality dy,, p(q,x1) = dy,..P(q, x2).

Theorem 6. Let v be any elliptic curve over a finite field, | € {1,...,|v|} be any
fized integer, and M, p = (YU{0},Zi11,6y,,.p) € Ay, be any SA. Then for any
two different states q1,q2 € vU {0} and any input symbol x € Z;1 the inequality
O, P(q1,2) # Oy, P(q2, ) holds if and only if xm € Aut(G,).

Proof. Suppose that there exists an SA M, p = (yU{0},Z;41,0y,,.p) € Ay,
such that x,, € Aut(G,), and for some two different states ¢1,¢2 € vU {0} and
some input symbol & € Z; 1 holds the equality é,,, p(q1,x) = by, ,P(q2, Z).

Due to (33), we get

(Fq1,92 € YU {0}) (3w € Ziy1)(q1 # q2&0y,, . p(q1, ) = by, P(q2, 7)) &

& (Jq1,92 € YU{0})(I7 € Zia) (@1 # @2&xm(q1) +g, X2(P) =
= Xm(@2) +g, X=(P)) & (31,2 € YU{0}) (1 # @2&xm(q1) = Xm(q2)) &
& (3q1,q2 € YU{0}) (@1 # e&mqy = mqzP) &
& (3q1, 2 € YU{0}) (1 # @2&m(q1 —g, 2) = 0) &
 (3g € 7)(mg = 0) < (3¢ € 7)(Xm(q) = 0) < xm & Aut(G,).
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We get a contradiction, since, by supposition, x.,, € Aut(G).

Therefore, M,,, p = (v U {0}, Zi11,9y,,,p) € Ay, is an SA such that for any
two different states g1, g2 € U {0} and any input symbol x € Z;;; the inequality
Oy, P(q1,2) # Oy, P(q2, ) holds if and only if x,, € Aut(G,). O

From proof of Theorem 6 we get that the following corollary is true.

Corollary 2. Let v be any elliptic curve over a finite field, I € {1,...,|y|} be
any fized integer, and My, p = (yU{0},Zi41,0y,,,p) € Ay, be any SA such that
Xm € Fy\Aut(Gy). Then for all two different states q1,q2 € v U {0} such that
the integer m is some multiple of the integer Order(q1 —g, q2) any for any input
symbol x € Zy1 holds the equality 6y, p(q1,z) = 0y, pP(g2, 7).

Due to Theorems 5 and 6, and Corollaries 1 and 2, it seems promising to
use SA M, p € Ay; (Xm € Fy,P € 4,0rdr(P) > 1) and SA M,,, p € 2y,
(Xm € Aut(G,), P € 7) as mathematical models for the design and implementation
of computationally secured families of iterated hash functions.

6. Discussion

The main aim of the given paper was to explore the feasibility to use SA de-
fined by a reccurence relation in a finite quasigroup as mathematical models for
computationally secure families of iterated hash functions.

Basic families of SA defined by a recurrence relation in an abstract finite quasi-
group Q € Q¢ have been introduced and examined in Section 3. The main results
of these studies are presented in Theorem 1. Their significance is that from a
probabilistic point of view SA M € Ql(é) (¢ =1,...,22) are the best in the class of
SA mathematical models for computationally secure sets 1 = {Hn,q)lq € Q}
of iterated hash functions.

It is known that solving equations in a quasigroup Q € Qg is a hard Problem
when |Q)] is sufficiently large integer. Let the initial state ¢ € Q of a SA M € Q((é)
(i =1,...,22) and the length [ of the hashed input string w € Q' be some part
of the short-term secret key. Suppose that an intruder have intercepted the hash
¢’, and his aim is to find the hashed input string w € Q'. Therefore, he is faced
with the family of equations H(s q)(w) = ¢’ in a situation, when the integer I is
unknown to him. In the absence of additional information this Problem cannot
be solved at all. Even if the integer [ is known to an intruder, then, due to
Theorem 1, any searching based either on deterministic or probabilistic approach
does not guarantee identification of the hashed input string w in the admissible
time. Due to Theorem 1, the similar situation arises if an intruder tries to change
the hashed message. The values of the parameters of SA M € Q((é) (i=1,...,20)
can be considered as some part of the medium-term secret key. In this case, when
an intruder tries to find the hashed input string, he must additionally identify the
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SA M e ng). Besides, some algorithm that determines the selection of the family

Ql(gi) (i=1,...,22) can be designed as the long-term secret key.
Any abstract quasigroup Q € Qg is specified by the Cayley table, as a rule.

Hence, any SA M € QI(QZ) (i =1,...,22) has a sufficiently high time and space com-
plexity (see Theorem 2). It seems promising to define similar families of SA for
some set of quasigroups that can be specified compactly and operations in which
are fast. The set of all T-quasigroups defined by a given finite Abelian group

G = (Q,+) meets these conditions. In Sections 4 the families of SA (Y

(Q:+,6:¢c)
(i=1,...,22) defined in these T-quasigroups have been investigated. The repre-
sentation of SA M € QlEg 6.000) (i=1,...,22) by the parallel composition of SA

over T-quasigroups determined by cyclic groups of prime-power order reduces its
time and space complexity (see Theorem 4 and Remark 6). Investigation of the
families mgg,+,§,c,c) (i=1,...,22) for specific Abelian groups G = (Q,+) (|Q| = 2)
can help to find the most suitable families of SA for mathematical models of fast
computationally secure families of iterated hash functions.

It is known, that elliptic curves over finite fields can be successfully used
for solving information protection problems. In Section 5 it has been shown

how the families ngg,-i-,f,@c)

ilies Q[E?U (O} 46 s X s)? where 7 is an elliptic curve over a finite field, and
) ~ s XmysXmgs

Gy = (yU {0}, +g,) is the Abelian group associated with it. Besides, the families
of SA 2,1 = {M,, p = (vU {0}, Zit1, 0y, ) b er, pey (LE {L,..., 7]}) have
been analyzed. Obtained results justify that it is reasonable to use families of
SA in elliptic curves over finite fields as mathematical models for computationally
secure families of iterated hash functions.

(i = 1,...,22) can be transformed into the fam-

7. Conclusion

In the given paper, some fragment of the Algebraic Theory of SA in finite quasi-
groups has been developed. The main aim of these studies was to elaborate some
theoretic backgrounds for possible using these SA as mathematical models for
the design and implementation of computationally secure families of iterated hash
functions. To achieve this aim, basic families of SA in abstract finite quasigrops, in
finite T-quasigroups, and in elliptic curves over finite fields have been defined and
investigated. Obtained results form some base for developing similar fragment of
the Algebraic Theory of Automata in finite quasigroups with the aim to use them
as mathematical models for families of stream ciphers. This is the main area of
our future research.
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